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1 The EuroProt User’'s manual

The common properties of the EuroProt devices ascribed in the “EuroProt complex
protection hardware and software description amd sisnanual” EP-13-13259-04.

This manual describes the extensions needed to coimate according to IEC 61850.

2 Connection of the EuroProt devices to the Ethernatetwork

| Ethernet

: |

Connection of the EuroProt devices to the Ethernet network

The EuroProt devices can be connected to a netwdnlch can include devices of other
manufacturers as well, fulfilling the interoperdtyilrequirements of the new communication
standards.

The standard IEC 61850 at present supposes an nEtheetwork as the media for
communication. The connection can be:

= RJ-45 connector, which is available on the CPU ne@PUG6 on the rear side of the
device. The cabling in substation environment efgared with STP or FTP (shielded)
twisted wires instead of UTP (unshielded) cables.
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The CPU modul e with Ethernet communication

= Glass fiber optic connection with the applicatiohtbe Media converter module
MC20 with external interconnection to the CPU6 mleduia RJ45 connectors. The

fiber optic connectors are standard ST connector0/125um or 62.5/125um
multimode cables.
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The Media Converter module

I nter connection between the CPU module and the Media Converter module
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FO connector type ST connector

Connection Rear side of the device, on the MC20uteod
Optical wavelength 820 nm

Laser Class 1 (EN 60825-1/-2) Glass fiber 50/i@bor 62.5/125im
Permissible optical link signal attenuation MaxBwlith glass fiber 62.5/12pm
Maximum distance of transmission 1.5 km

Character idle state Configurable: factory settinght off”

3 Certificated conformance blocks

The Protecta LTD, as the first Hungarian manufagstuhas successfully implemented an
interface based on the IEC 61850 international deteth communication protocol. The
conformance test has been made by KEMA, an indegpendst lab accredited by UCA. The
certified conformance blocks are:

Basic Exchange

Data Sets

Unbuffered reporting
Buffered reporting

12a | Direct Control

12b | SBO Control

12c | Enhanced Direct Control
12d | Enhanced SBO Control
13 Time Synchronization

O OIN| =

The IEC61850-8-1 interface of the EuroProt platfocontains fixed datasets and report

control blocks which means that the only items thatsystem integrator can modify are the
IEDName and the IP address. Some report controbatits can be set dynamically by the

client as defined in the ICD file. As the amountloé configurable parameters are very small
the SCD(or CID) file is not red directly but thergaeters shall be set manually by means of
the setting tool as described in the following part
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4 Settings for the IEC 61850 communication
4.1 Steps of the setting

The settings for the IEC 61860 communication iggrared with the extended version (after
version 2.6) of the “Protect for Windows” softwafavailable on the Protecta homepage:
www.protecta.hy

The required steps of the setting are as follows:

Set the TCP/IP communication parameters on thd Ld¢B of the device. The menu system
of these settings is as follows:

Comm.
TCP/IP

IP addr.

Gateway

Netmask

more
DNS1
DNS2
NTP1
NTP2

The “IP addr., and “Netmask” addresses must be@eéctly, please follow the instructions
of the network administrator. All other addresses de finalized in the “Protect for
Windows” operating software as well.

Connect the device to the Ethernet network, thethen “Protect for Windows” operating
software (version 2.6 or later) select the “Devpeeperties/ TCP Settings” menu as follows:
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" protecta parameters

Parameters Funckions  Setkings  Events  SWindows Help

Ell@l%l m|m| w2 g

Device propetkies

¥ celect device
Lieselect device

FE'E: Device directory
Station and device codes

TCP Settings B

Service mode 7
| g — -
DATE
| & ~X 5
— B4l

..... il

Protect for Windows. Selection of TCP settings

For the easiest way select “Automatic” mode to daaddresses, then press “OK”.

=% TCP Settings

{+ Automalic

" Manual

Start End
192 _168. 0 . 1 |192_1BB_ 0 . 254

Protect for Windows. TCP settings

The “Automatic” selection can be used on the loelvork only (automatic scan operates
with UDP broadcast). In case of remote settingsetlection “Manual” is needed with the
appropriate setting of the Start and End address.

For the TCP communication channel in the menu i&gtCommunication” select TCP, as
follows:
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™ protecta parameters

8 Events ‘Wwindows Help

Eb | Cammunication COMl ; | = | - | EI

Speed k I
Ciclye request - coM3

Device properties  Farameters Funchions

®| = E]E

Communication paused COn
Protocol debug EOME
COME
SO
CoMg
Comg
o1
Firhrcaz
TR

Protect for Windows: TCP communication

Now the menu “Device properties/Select device’iangs the communication with the devices
via Ethernet (using Protecta protocol over EthetRpbE”), and in “Automatic” mode all
devices connected to the network are listed irsétection window (in “Manual” mode the
devices in the defined address range only).

x
Devices found:
UFT BaulZ TP 192, 168.0.4 o Ok
% [N acumentation

X Cancel
1% Refresh
Device code

I ? Help

[~ Offline mode [~ Use encrypted files

Required files to open the device: -

Protect for Windows: sdlection of a device with |P address

After selection one of the listed devices, the m&tarameters/IEC61850-8-1 Interface” will
guide the required settings:
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™ protecta parameters

Device properties BEEEWEEES Functions  Sethings  Events  Windows  Help

| E[E?fn | m|m| e =||w] g

Reset parameters

ation [updated]
Clear equbations
fe Directory
2 print
Print to File

1 Inkerface

ERRADREENEEREEDED

Protect for Windows: selection of the parameter setting for IEC61850 communication
This menu will start the window of the IEC6180 itee Manager.

Here the following push-buttons are available:
= Load settings requests settings from the device. The followprgjure contains
a white window on the left side of the screen, ldiging the performed commands
(here connection to the selected device with addi82.168.0.4, loaded startup.cfg
file, loaded measurands.cfg file)
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=8 JEC61850-8-1 Interface Manager o ]
Load Settings Save Settings TCP Parameters ICD Export e Ll

Exit

I Interface Settings |

FTP Connect Ok 192.168.0.4
File startup.cfg Ok

File measurands.cfg Ok
Digconnect Ok,

IEDName IMVFU_IEDE‘I 850

Tizsues

GMTOffset IED miry Tizzuel4l
DSTStart 3.5.0/02:00:00
DST5top 10.5.0/03:00:00
Keephlive |1EI sEC

[v UseSummerT ime
Chanel Deadbatd *falue
HComment [
"l phaze a [A]" 10
"I phase b [4]" 10
"l phasze ¢ [4]" 10
HCormment 1
"U phaze a [V]" 100
"IJ phase b [W]" 100
"U phaze ¢ [W]" 100
#Comment 2
"I line ab [T 100
"I line bz [T 100
"I line ca [T 100
"R [k 100
K] [k ] 100

= Save settings

Protect for Windows: the IEC61850 Interface Manager

saves the new setting values to the device. Tjpa@saneters are

displayed according to the setting on the righe¢ sifithe window. The method of
setting is described below.

= TCP parameters

displays the following window, containing the TC&tsgs

related to the communication. To change thesenggtlease contact the network
administrator.
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4.2

Communication parameters ﬂ
IP Gateway Metmask
192 . 188 . 0 . 4 [192 . 188 . 0 . 1 | 255 . 255 . 284 . 0
DHS 1 DHS 2
o .0 .0 .0 o .0 .0 .0
NTF 1 NTF 2
192 . 188 . 1 . 2 o .0 .0 .0
Get from device | Send to device X Cloze

Protect for Windows: parameter setting for the TCP/IP communication

These settings are identical with those of locaDL@enu. The changes take effect
immediately.

ICD export is a service function. The ICD file (IED CapatyilDescription)
stored by Protecta in the memory of the commurocatnodule can be saved to the
computer using this push-button.

Reset Interface this push-button will restart the Ethernet comioation module

of the EuroProt device with the new settings, saedtie communication module

with the push-button “Save settings”. This procedmay take several seconds, which
is indicated by the progress bar as it is showovel

‘ Initialising IED Parameters ... ‘

Protect for Windows: Reset Interface
Exit closes thélEC61850 interface manager” window, and allows the

“conventional” supervision of the protective furtiwith the “Protect for Windows”
software (using Protecta protocol).

IEC 61850 parameters

The right side of the “IEC61850 interface manageridow displays the parameters and
allows settings as well. To modify any of the sgjtvalues simply write it in the parameter
box (the save them and reset the interface).

4.2.1 Startup parameters
The upper part of the right side of the “IEC6185&€iface manager” window contains the
“Startup” parameters:

Compiled by: Approved by: Date: Page:

Kornél Petri Dr. Laszlo Eperjesi 02.06.2008 13/15




\BROTEC A EuroProt

Electronics Co. Ltd

IEDH ame IMUFLI_IEDE'I 850

Tizsues

GMTOffset IE‘-EI rriry Tizzuel41
DSTStart |3.5.I:I£I]2:EIEI:EIEI
DSTStop I'IEI.E.EIHEIH:EIEI:EIEI

Keephlive I'I 1] zeC

v UszeSummerTime
Protect for Windows: Sartup parameters

IEDName  shall be the name of the device in the Ethernetnconication network, as
defined by the system integrator. This name cagiven independently of the name of the
Protecta EuroProt device identifier.

GMTOffset Greenwich Mean Time Offset: set this value acc@dmthe geographical
location of the device. E.g. in Central Europesi6é0 min.

DSTStart and DSTStop ~ Daylight savings time start and daylight saviriggetend are the
rules that indicates when to change to and bach ftaylight saving time (summer time). It
must be given in the following format:

DSTStart: “datel/timel”

DSTStop “date2/time2”
where
datel (m.n.d) indicates when summer time starts,
timel (hour:min:sec) is the current local time wisemmer time starts,
date2 (m.n.d) indicates when summer time ends,
time2 (hour:min:ssec) is the current local time wkammer time ends;
where
m indicates the month (1 <= m <= 12),
n indicates which week of the month (1 <= n <=5%5 the last week in the month,
d indicates what day of the week (0 <= d <= 6). Bunday.

For example: DSTStart: "4.1.0/02:00:00” DSTStop0.8.0,02:00:00" Summer time starts at
2am 1st week of Sunday in April and ends at 2atwagk of Sunday in October.

KeepAlive  The time period of the TCP keep-alive function.

Use Summer Time check this box, if changes are to be performeadtblaack from
daylight saving time.

Tissues If Technical Issues listed in the box are impleradrin the client then those
should be marked. (Incorrect checking can caugedperability problems, see
tissue.iec61850.com.)
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4.2.2 Measurands parameters

The EuroProt IED can deliver digital and analoguengs. The analogue events are significant
changes in the measured analogue values. Thesegiaravalues are used to set the level of
changes to generate an event. Set the values awlgrd

Chanel Deadband Yalus
#HComment 0

"l phaze a [A]" 10
"l phaze b [&]" 10
"| phaze c [&]" 10
HCormment 1

"U phaze a []" 100
"U phaze b [¥]" 100
"U phaze o [W]" a0
HCormment 2

"Uline ab [T 100
" line bz [T 100
"Uline ca [T 100
"R [T 100
"3 [k 100

Protect for Windows. Measurands parameters
After setting and saving these parameters the canuation interface is to be restarted (using

the button “Reset Interface”. After resetting dikits in the Ethernet interface using
IEC61850 protocol can communicate according tanéhe setting.

5 References to detailed Protecta documents

MICS IEC61850-10 EuroProt Model Implementation (@omance Statement
Document ID: HG-13-17154-00

PICS IEC61850-10 EuroProt Protocol ImplementaGmmformance Statement
Document ID: HG-13-17152-00

PIXIT IEC61850-10 EuroProt Protocol Implementatkexira Information
Document ID: HG-13-17155-00

KEMA CERTIFICATE No. 30810019 — Consulting 08-1133
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