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1 List of abbreviations

General

CB

CDSP

CT

DSP function
IED

RDSP

VT

Related to IEC61850

CDC
CID
DA
DOl
FCDA
GCB
GOOSE
ICD
RCB
SCD
SCL
SPS

Circuit Breaker
Communication Digital Signals Processor
Current Transformer

Functionality realized in the Digital Signal Processor

Intelligent Electronic Device
Relay Digital Signal Processor
Voltage Transformer

Common Data Class

Configured IED Description file

Data Attribute

Digital Output Input

Functional Constraint Data Attribute
GOOSE Control Block

Generic Object Oriented Substation Event
IED Capability Description file

Report Control Block

Substation Configuration Description file
Substation Configuration Description Language
Single Point Status

Related to other communication protocols

ASDU
CAD
CoT
I0OA
SBO

Application Service Data Unit
Common Address

Cause of Transmission
Information Object Address
Select Before Operate
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2 EuroCap configuration tool for EuroProt+ devices

2.1 Application

The EuroProt+ product line of Protecta Electronics Co. Ltd. has been designed to perform all
protection,

supervision,

monitoring,

communication and

automatic control functions of the electric power system.

The EuroProt+ type complex protection - in respect of hardware and software - is a modular
device. The modules are assembled and configured according to the requirements. The
functions of the device are determined by the software and the pre-set parameter values.

The EuroCap software is the general configuration tool for the EuroProt+ devices. This
program is used to manage the hardware and software included in the device. This document
describes the application of the tool.

Protecta Electronics Co. Ltd. assembles the usual protective tasks in factory configurations using
this software tool. In these devices, the user activates the loaded software modules, and then
the parameters and the required additional services of the device must be set.

The EuroProt devices communicate on standard Ethernet networks; parameter setting can be
performed using the latest version of the recommended browsers (Google Chrome, Mozilla
Firefox, Microsoft Edge, Apple Safari). Further information on parameter setting can be found in
the “Remote operation via web browser” section of the EuroProt+ Operating Manual with
Troubleshooting Guide document available online under application guides on the Protecta
website.

2.2 Starting the software

£

&
, . . . . * — EuroCAP ' .
The configuration tool is started by clicking the icon 2= = The usual Windows operating

techniques can be used in the application. This description assumes that the user is familiar with
the Windows operating system.

2.3 Access levels
The EuroCAP configuration tool has four “views”. Three of them are password-protected:

e Normal View basic functionality (no password is required)
e Master View extended functionality (password-protected)
e Designer View full functionality (password-protected)

e Administrator View system management (password-protected)

The “Change View Mode” dialog can be opened by clicking the il icon on the toolbar or by
opening the View/Normal View (Ctrl+M) menu item. See Figure 2-1.

For the EuroProt+ devices, customers need the “Master View”; consequently, this document
describes the details of this mode only. (The “Normal View” is the subset of this mode. If a
function is accessible in this mode, then the description below expressly indicates this fact.)

Only Protecta can provide a password but the owner of the password can manage the stored

information (using the “Manage Password” option, see Figure 2-1, or clicking the icon ™ onthe
toolbar, or opening the View/Manage Passwords menu item).
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Change View Mode *

Choose the desired view mode:

() Mormal View: basic functionality

(®) Master View: extended functionality

() Designer View: full functionality

O Administrator View: system management

Passwaord (Jowercase letters are converted to capitals):

i Mote that your password is valid also in lower view modes,
\j) Using lower visibility reduces the risk of making unwanted
changes on the configuration.

Manage Passwords Cancel

Figure 2-1 The “Change View Mode” dialog

2.4 The configuration

2.4.1 Activeicons at starting the software
After starting the program, two main icons are active:

. L for opening a stored file. The alternative method of opening is to select “File / Open
Ctrl+O” from the menu. In this case, an .epc EuroProt+ configuration file can be opened
for further processing using the usual Windows selection method.

It is also possible to open a recently used file in “File / Open Recent” menu and select a
file. Last 10 opened .epc files are stored here.

)

. == for uploading the configuration from a device connected to the Ethernet network.
After clicking on the icon, one of the devices connected to the Ethernet network can be
selected for processing. It takes a short time to find these devices, and then the “Select
device” window is opened (See Figure 2-3). This window lists the responding devices
together with their IP address, substation and device name and firmware identifiers. The
selection is performed using the usual Windows methods. The alternative method of
opening is to select “Project / Upload configuration” from the menu. In this case the user
can choose between the current or previous version of the configuration stored in the
device.

Additional active icons are:

o H for managing the mode of operation of the EuroCAP software. The alternative
method of opening is to select “View / Normal View Ctrl+M” from the menu. The access
levels are described in Paragraph 2.3.

. B for managing the passwords for modes of operation of the EuroCAP software. The
alternative method is to select “View / Manage Passwords” from the menu. The access
levels are described in Paragraph 2.3. The password manager program is embedded
software in the EuroCAP system; it is described in detail in Chapter 3.
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5B -

o for changing language of EuroCAP software

. e for setting the default window size of the EuroCAP software. The alternative method
of setting is to select “View / Default Window Size” from the menu.

. for opening the “About” information Window. The alternative method of opening is
to select “Help / About” menu from the menu.

=

. Print From Archive: you can print the Feedback Documentation directly from the
report.zip file. Please note that the .epc configuration file is not opened by the program,
it is printed directly from the .zip archive file. This function will be available to use with
report.zip files generated from devices with CDSP version 2.8.13.1520 and higher.

&4 Print archive file *

Printer

Mame: &5 PDFCreator Settings. ..

Print only the hardware deisgn

Archive file

File: | Browse

oK Cancel

Figure 2-2 The “Print archive file” window

Additional information available through the Help menu:

e Version info, for opening a list of the changes applied in previous versions;
“Protecta on the WEB” for opening the Protecta homepage;
“SoftReal on the WEB” for opening the SoftReal homepage.

EuroCAP_V3.0.docx0 9/135



EuroCAP configuration tool for EuroProt+ devices

E Select device

Select a device from the list.

- IP Substation Device Platform Firmware Func. level RDSP rev. CDSP rev. Xilinx rev, ™
2 3 192,168.32.15 Protects Feri bacsi-DRL EuroProt+  2.8.13 2 2.3.13.2040  2.8.13.1520... 0.6
2 O 192,168.49. 11 ProtectaLab...  ATK teszt 60E 1 EuroProt+  2.8.13 2 2.8.13.2040... 2.8.13.1520.., 0.6
i ) 192,168.49,12 Protecta Lab...  ATK teszt 60B 2 EuroProt+  2.8.13 2 2.8.13.2040... 2.8.13.1520.., 0.6
2 €3 192.168.68.1 @ PRP/HSR teszt 681 EurcProt+  2.8.13 2 2.8.13.2040... 2.8,13.1530.., 0.6
22} 192,168.68.2 @ PRP/HSR teszt 682 EuroProt+  2.8.13 2 2,8.13.2040... 2.8.13.1530... 0.6
2 ¥ 192.168.68.3 @ PRP/HSR teszt 683 EurcProt+  2.8.13 2 2,8.13.2040... 2.8.13.1530... 0.6
o) 192.168.68.4 @ PRPMSR teszt 534 EuroProt+  2.8.13 2 2,8.13.2040...  2.8.13.1530... 0.6
2 3 192.168.68.5 @ PRP/HSR teszt 685 EuroProt+  2.8.13 2 2,8.13.2040... 2.8,13.1530... 0.6
2 192.168.68.6 M@ PRP/HSR teszt 686 EuroProt+  2.8.13 2 2.8.13.2040... 2.8,13.1530.., 0.6
22} 192,168.68.7 @ PRP/HSR teszt 687 EuroProt+  2.8.13 2 2,8.13.2040... 2.8.13.1530... 0.6
2 (¥ 192.168.68.8 @ PRP/HSR teszt 588 EurcProt+  2.8.13 2 2,8,13.2040... 2.8.13.1530... 0.6
2 ) 192.168.68.22 Kalman asztala  FFZ prototype EuroProt+ 2.8.13 2 2.8.13.2040... 2.8.13.1520 0.6
2 C 192,168.73.12 EGETO LDC_MODEM_TESZT_1 EuroProt+  2.8.13 2 2.8.13.2040... 2.8.13.1520.., 0.6
i ¥ 192.168.73. 13 EGETO LDC_MODEM_TESZT_2 EurcProt+  2.8.13 2 2.8.13.2040... 2.8.13.1520.., 0.6 w

Refresh Add IP l:l Use secure connection
=

Figure 2-3 The “Select device” dialog

After selection and successful uploading (or after opening a stored .epc file), the window shown
in Figure 2-4 opens automatically.

In case of secure file transfer (SFTP), the upload window displays animated dots during
connecting. An additional message line is also displayed: “It can take more than one minute in
some cases.”. Connect time-out is 120 seconds.

# EuroCAP - E2-Line_F.epc - O >
File Edit Project View Language Help
= §|n"’3 ‘Bﬁi'%|@'ﬁﬂ@|gﬁ]ﬂ§| Produced for Protecta Lid.
v -E2Hine_F ) .
-Hardware Configuration EuroProt+ Device Configuration
-Software Configuration
-IEC 61850 File Name: |G:\Dcmmeniation\Produds\EP_PIus\SoFtware\,Inbernal\EurcCAP\eiras_VS‘O_kepek\,EZ-Line_F.epc
-System
v Public documents: |C:Wsers‘Pub\ic\Dommenis\EuroCAP‘\ | =

General information
Flatform: EuroProt+

File ID: E2-line_F

Customer ID:  |version 2,1

Functionality level:

Firmware version:

The minimum requirement related to the firmware releases:
RDSP release: 2020 H:

CDSP release: 1510 He

Version history:

© 2003-2018 SoftReal Ltd.

Figure 2-4 The EuroCAP — configuration main window
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The main changes of the window, as compared to its starting state are:

the activation of new icons on the toolbar (See below)

a menu in the window on the left side: the Configuration menu (See Chapter 2.6)

some basic information about the configuration (right side of the window, see Figure 2-4
above.)

2.4.2 Active icons when a configuration is active

If a configuration is active (a configuration file is opened or the configuration is uploaded from a
device), then in addition to the basic icons (see Paragraph 2.4.1), the following main icons are
also activated:

]

g see Paragraph 2.4.1.

= for saving the file on the computer. The alternative method saving is to select “File
/ Save Ctrl+S” from the menu. If the file name is to be modified or another path is to be
selected, then click on the menu item “File / Save as”. In this case, an .epc EuroProt+
configuration file can be saved using the usual Windows selection method.

=

see Paragraph 2.4.1.

n ” |EC61850 icon has been introduced to select between the Edition 1. or Edition
2. version of the IEC61850 implementation.

(il
== see Paragraph 2.4.1.

L

for translation of the displayed text. By default, the text displayed on the LCD of
the device and the web page of IED is generated in English. If the display needs to be
in a different language, please contact Protecta Ltd.

1 for checking the active configuration. The alternative method of checking is to select
“Project / Check configuration” from the menu. Before saving the .epc EuroProt+
configuration file or building a downloadable version, it is advisable to check the file for
syntactic errors using this icon or menu item. see Paragraph 0

E’jfor building a downloadable version of the configuration. The alternative method
of building is to select “Project / Build Files” from the menu. This icon or menu item opens
a selection menu (see Figure 2-5 below): This menu offers generating the
downloadable code and parameter files.
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% EuroCAP - E2-Line_F.epc — m] =
File Edit Project View Language Help
D’“n§|nv"3 v@@lv%|@vﬁrﬂgﬂ|ljﬂ:ﬂﬂ‘ Produced for Protects Ltd,
v E24ine F EI: Generate Code & Parameter Files
-Harawara Configuration E
-Software Configuration
-IEC 61850 File Mame: |G: \Documentation'Products\EP_Plus\Software\Internal\EuroCAPleiras_V3.0_kepek\E2-Line_F.epc
System Public documents: |C:U_Isers\Public\Documents\EuroCAP\ | =]
General information
Platform: EuroProt+
File I0: E2ine_F B ERIE
Customer ID:  |version 2.1 |
Functionality level: S
Firmware version: : . : . :
The minimum requirement related to the firmware releases:
RDSP release: 2020 He
DSP release: 1510 He

Figure 2-5 The “Build” menu

. Dj for downloading the code and parameter files. The alternative method of
downloading is to select “Project / Download Files” from the menu. Before downloading
the files, the “Building” procedure must be run. If it has not been done yet, the software
offers to do the processing. It is described in detail in Paragraph 0
Downloading .epc file to device is also allowed in normal view.

g -

. see Paragraph 2.4.1
. il see Paragraph 2.4.1 ( h yellow padlock in master view)
. = see Paragraph 2.4.1

. # see Paragraph 2.4.1

o for invoking the communication configuration menu, including IEC61850
configuration. The communication configuration program is embedded software in the
EuroCAP system; it is described in detail in Chapter 8. The alternative method of
opening the configuration communicator is to select “Project / Communication
Configurator” from the menu.

. E:f for invoking the Logic editor for composing and modifying logic with the graphical

method to extend the “PLC-like” functionality of the EuroProt+ devices. The Logic editor
program is embedded software in the EuroCAP system; it is described in detail in
Chapter 7. The alternative method of opening the Logic editor is to select “Project / Logic
Editor” from the menu.

ill

o for launching the “Rack designer” embedded software. This software is needed for
assembling the hardware modules of a EuroProt+ device. It is described in detail in
Chapter 6.

o = for modifying the screens of the LCD on the front panel of the device. The
alternative method of modifying is to select “Project / LCD parameters” from the menu.
The LCD editor program is embedded software in the EuroCAP system; it is described
in detail in Chapter 4.
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. for setting the operating parameters of the EuroProt+ devices. The alternative
method of parameter setting is to select “Project / Offline Parameter Set Editor” from the
menu. The aim of this option is to provide various kinds of access to the device within
single software. The usual method of parameter setting for users is the internet browser
mentioned in Paragraph 2.1. The Offline parameter set editor program is embedded
software in the EuroCAP system; it is described in detail in Chapter 5.

. see Paragraph 2.4.1

2.4.3 Other functions of the menu

2.4.3.1 Recovery

The following functions are available in “File / Recovery” menu. This function is available to use
with report.zip files generated from devices with CDSP version 2.8.13.1520 or later.

e Open From Archive: user can also open the .epc configuration file from within a
report.zip file with this menu command. When the file is opened, you are offered to save
it with its original name (much like when you upload a file from the device).

e Print Archive File: Documentation of the IED can be printed from the xxxx_report.zip file.

o Extract Parameter Files: the parameter setting file can be extracted from the existing
report.zip. The user can select a folder and save the .par file there. You can open it in
the Offline Parameter Set Editor, please see Chapter 5.

e Extract Log Files: there are .log files in the report.zip which help the Protecta stuff to
advise a solution for the customer when a problem is appeared. Users also can see
these log files, however they may not understand the exact meaning of its. These .log
files can be extracted and saved to a selected location in the menu.

2.4.3.2 Print

This function is available in “File / Print” Ctrl+P menu to print the Feedback Documentation of
the current configuration .epc file optionally together with the system and parameter settings file.
NOTE: The last saved .epc file can be printed. Please save the current .epc file before printing.

A Print *

Printer

Name: &p HP Laser Jet P2050 Series PCLG

[]Print anly the hardware design

System and parameter settings

File: | Browse

i The selected XML file is printed together with the current EPC file. When no
files are selected then the default parameter settings are printed.

QK Cancel

Figure 2-6 The “Print” menu
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The optional “System and parameter settings” can be taken from an XML file extracted from
the web page of the device. It contains the actual system settings and protection parameters.
This XML file is not mandatory for printing. If it is not selected, the factory default parameters

will be included in the Feedback Documentation.

Users can print a hardware design only which contains the Rack design and Connection
[]Print anly the hardware design

assignment list, if the

is selected.

The Feedback Documentation contains the following information:

System settings
Firmware

Configuration files
Rack design
Connection assignment

On-line measurands

Event channels

Disturbance record channels
Trip assignment

LED assignment

Counter functions

Function blocks of the configuration

IEC 60870-5-101/104 configuration settings
IEC 60870-5-103 configuration settings

e |EC 61850 communication settings

e DNP3 configuration settings
e Logic editor configuration
e Parameter settings

2.4.3.3 Find

This function is available in “Edit / Find” Ctrl+F menu.
User can find a text in the configuration file, see Figure 2-7 below.

# Find

Find text: ||

In object names

In object titles

In object parameters
In normal [ fast logic
In user logic

In LCD parameters
In function blodk Ij0s

In Data Attribute mappings

In External GOOSE References
In [EC 60870-5-101/103/104
In DNP3 objects

|:| Case sensitive

[ ]whale words anly

Fill list Close

Figure 2-7 The “Find” window

EuroCAP_V3.0.docx0
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2.4.4 Information about the active configuration

On the right side of the window, information about the active configuration is displayed. (See
Figure 2-8.)

# EuroCAP - E2-Line_F.epc — m] *
File Edit Project View Language Help
= §|nv”3 -@%:-Dj\@-ﬁw@|gﬁ:ﬁgj| Produced for Protecta Ltd,
v -E2-ine_F
-Hardware Configuration EuroProt+ Device Configuration
-Software Configuration
-IEC 61850 File Name: |G:\Documemahon\Produc1:\EP_PIus\Scftware\Inherna\\EuroCAPlelras_lu'3.U_kepek\EZ—Llne_F.epc
System Public documents: |C:\JJsers\,PubIlc\Documems\EuroCAP\ | (&=
General information
Platform: EuroProt+
File 1D: E2-line_F : . :
Customer ID:;  |version 2.1 |
Functionality level: 2
Firmware version: : . : . :
The minimum requirement related to the firmware releases:
RDSP release: 2020 H:
CDsP release: 1510 H:

Version history:

Figure 2-8 Information about the active configuration

Here, the “File Name” shows the path and file name of the saved configuration document
(assigned at saving).

The “Public documents” show where the generated documents, e.g.: “cid” and “icd” files
belonging to the IEC 61850 communication are (or will be) stored.

The “File ID” is the identifier displayed also on the local LCD of the device. The major and minor
version numbers after it shows the factory version of the configuration file. These fields and the
“Platform” , the “Functionality” and the “Firmware version” may not be changed in Master view,
they belong to the factory configuration.

The “Firmware version” and “Functionality level” specify the requirements to download the
configuration into a CPU. For detailed information please read Paragraph 0.

The “Customer ID” is the identifier for special user version of the configuration.

The minimum requirement of RDSP and CDSP defines the minimum or the fixed version of
firmwares. Below these versions the configuration cannot run properly. The EuroCAP does not
allow to download a configuration, which requires higher firmware version than the CPU actually
has.

Master user can make notes of configuration changes in “Version history” field.
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2.4.5 Download the configuration
Click on == for downloading the code and parameter files. The alternative method of
downloading is to select “Project / Download Files” from the menu.

When a configuration-download process starts, the Check configuration function is automatically
executed.

% Check configuration O X
67 active logic elements checked, 0 errors found ~

Checking IEC 61850 DAI mappping. ..
1711 IEC 61850 DAI maps checked, 0 errors found

Checking IEC 61350 external GOOSE reference mappping. ..
8 IEC 61850 GOOSE maps checked, 0 errors found

Checking maximal number of IEC 61850 ohjects. ..
10 IEC6 1850 objects checked, 0 warnings found

Checking DMP3 object mappping. ..
0 DMP3 object maps checked, 0 warnings found

Checking IEC 101/104 object mappping. ..
0 IEC101/104 object maps checked, 0 warnings found

Checking IEC 103 object mappping. ..
0 IEC103 object maps checked, 0 warnings found

Checking LCD screen configuration...
11 LCD objects checked, 0 errors found

iJ errar{s), 0 warning(s) found.

Continue Cancel

Figure 2-9 Check configuration window

If an error is found, the download is not allowed. If there are no errors in the configuration, the
downloading process continues automatically, user confirmation is not needed. The next step
is selecting a device, see Figure 2-10 below.

The Check configuration function is checking the maximal number of IEC 61850 objects
(datasets, FCDAs, RCBs and GCBs), the user logic, trip assignment, the numbers of different
variables, IEC 101/103/104 and DNP3 mapping, LCD configuration.

In case if IEC 61850 objects exceed the limit a warning will be generated, but the device will
run with this configuration (green device LED).

Object parameters in trip assignment are mandatory and they are also checked. The device will
go into emergency state (red device LED), if this kind of error is found in the configuration.

Defined objects and the active ones can differ for some types (e.g. Reportable objects of Event
recorder) if some function blocks are deactivated. In earlier versions of EuroCAP than 2.1.3.10,
only the number of the defined objects and the limit was displayed for every object type. Now
the number of the defined objects is in brackets and also the number of the active objects is
displayed. If the active one exceeds the limit, the ‘Check configuration’ function indicates it as
an error and the configuration cannot be downloaded to any device until the number is decreased
under the limit. This error is also indicated by a red sign on the page of the object.

active Count/fLimit:
—» 759(393)/256
A x T it
all defined
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H Select device *
Select a device from the list.
Only devices with matching platform and firmware version and with enough capacity can be selected for downloading.
Flatform: Version: |[2.8.13 Functionality level: RDSP: CDSP: (1510
- TP Substation Device Platform Firmware  Func. level RDSP rev. CDSP rev. Xilimx rev,
% O 192,168.49.12 Protects Lab...  ATK teszt 60B 2 EuroProt+ 2.8.13 2 2.8.13.2040... 2.8.13.1520... 0.6
'Q' © 192.168.63.1 Protecta itthon  Misi test EuroProt+ 2.8.13 1 2.8.13.2030 2.8.13.1520... 0.6
2 ) 192,168.68.1 @ PRP/HSR teszt 681 EuroProt+ 2.8.13 2 2.8.13.2040... 2.8.13.1530... 0.6
2 ) 192.168.68.2 @ PRP/HSR teszt 682 EuroProt+ 2.8.13 2 2.8.13.2040... 2.8.13.1530... 0.6
2 ) 192.168.68.3 @ PRP/HSR teszt 683 EuroProt+ 2.8.13 2 2.8.13.2040... 2.8.13.1530... 0.6
2 192,168.68.4 @ PRP/HSR teszt 684 EuroProt+ 2.8.13 2 2.8.13.2040... 2.8.13.1530... 0.6
2 ) 192.168.68.5 @ PRP/HSR teszt 685 EuroProt+ 2.8.13 2 2.8.13.2040... 2.8.13.1530... 0.6
2 ) 192,168.68.6 @ PRP/HSR teszt 686 EuroProt+ 2.8.13 2 2.8.13.2040... 2.8.13.1530... 0.6
2 ) 192.168.68.7 @ PRP/HSR teszt 687 EuroProt+ 2.8.13 2 2.8.13.2040... 2.8.13.1530... 0.6
Ce ) 192.168.68.8 @ PRP/HSR teszt 6588 EuroProt+ 2.8.13 2 2.8,13.2040... 2.8.13.1530... 0.6
2 ) 192,168.68.22 Kalman asztala ~ FFZ prototype EuroProt+ 2.8.13 2 2.8.13.2040... 2.8.13.1520 0.6
= £ 107 162 73 12 EfCET 1M~ MONEM TECTT 1 FEiwrnDrat L e el TR 17 nan T8 17 1870 ne v
Refresh Add IP l:l Use secure connection
OK Cancel

Figure 2-10 Select device window with detected devices

The exclamation sign L] before the IP address means that the device has lower functionality
level than the requirement of configuration (2).

Device icon il means that the user can download the configuration into the selected device.

The LED © which is green in this example, shows the status of IED.

The green lock & marks the devices which are using the Secure FTP connection. The
minimum required CDSP version of this feature is 1530.

If the user has to add a device manually with e button, user has to know that the

device use the SFTP connection or not. If SFTP is used, the secure connection ticking is
required [+] Use secure connection .

In case of manually entered device IP address, the following warning message appears:
“By downloading via entering the device IP address, the checking of the RDSP/CDSP firmware
versions should be done manually.”

Downloading is not allowed to a device which has a lower RDSP and/or CDSP firmware
version number than the one required by the .epc file. The following error message appears in
this case (if only RDSP or only CDSP version is not suitable then of course only that is written
in the message):

Error b4

|@I The RDSP firmware version of the device is not suitable for this configuration!
"\.____/"

Figure 2-11 Error-message because of not suitable RDSP and CDSP firmware version
in the device
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In other cases, the Revision mismatch window may appear where you can continue or cancel

downloading. There is also shown which firmware does not match:

Revision mismatch

! Y The RDSP firmware version of the device might not be suitable for this
configuration!

ROSP CDsP

‘ersion required 2.8,13, 2060-Ho 2.8.13. 1530

2.8.13,2060-H5+c1

Cancel

Version in device 2.8.13,1550-H4

Continue

Figure 2-12 Revision mismatch window (in this case the hotfix RDSP version in the

device is lower than in EuroCAP)

Furthermore, when a fixed device firmware is required by the EPC file then a new line appears
in the Revision mismatch window: This configuration requires a fixed XXXX firmware version.

Revision mismatch

This configuration requires a fixed RDSP firmware version.

I The RDSP firmware version of the device might not be suitable for this
configuration!
RODSP CDSP
Version reguired 2.8.13.2060-Hb 2.8.13.1550

2.8.13.2080H5-cl

Cancel

Version in device 2,8.13.1550H4

Continue

X

Figure 2-13 Revision mismatch window in case when fixed firmware version is

required
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2.5 Understanding the configuration

2.5.1 The operation of the EuroProt+ devices
The simplified HW and SW structure of the EuroProt+ devices are shown on
HW environment

SW

Function blocks

IEC 61850 data

Calc. An. In. H : |
Analogue DSP functions

inputs

Binary inputs Status signals

Parameters

Events

Constants
Measured values

Control inputs

Graph.equ [

GOOSE inputs

Factory equations

Remote inputs

Timers

Figure 2-14 below.

The functions of the device operate in the hardware environment, which provides inputs and
outputs for the functions. To receive the required number of analogue and binary inputs and to
send the output signals to the primary equipment of the electric power system, the device is
assembled of hardware modules (see hardware configuration below).

The functionality of the device is determined by the software configuration. This configuration
means the assembly of functions blocks and assignment of the physical inputs to software inputs
(see software configuration below).

The software consists of function blocks (e.g., overcurrent protection function, distance
protection function, etc.). The “heart” of the function block consists of several “DSP functions”
(e.g., Fourier component calculation, RMS value evaluation, function logic, etc.) These function
blocks are described in function block description documents. They are developed, compiled
and downloaded to the device by Protecta. Their correct operation is thoroughly tested by
Protecta, type-tested by an accredited laboratory and can also be checked by the users.

A DSP function (performed by the dedicated Digital Signal Processor DSP) needs
e status signals,
e parameters,
e constants

EuroCAP_V3.0.docx0 19/135




EuroCAP configuration tool for EuroProt+ devices

e measured values.
They are stored in the “data bank” of the function block.

A DSP function generates
e hinary status signals,
e events and
e measured values.
All these values are stored in the “data bank” of the function block, too.

The “data bank” of the function block is also used by the following function block elements:
factory equations,

internal timers,

event channels and

“IEC 61850 data”.

The binary “results” of a function block stored as status variables can be processed by special
function blocks available in all EuroProt+ configurations:

e disturbance recorder

e matrix

e graphic equation editor

e counters

The events are
e processed by the Event recorder function block.
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The measured values, events, recorded disturbances and counter values can be
sent to the supervising computer via Ethernet

communicated by serial channels

involved in IEC 61850 communication

displayed on the LCD of the device (except disturbance records).

The physical outputs of the device are
e hinary outputs
e (Goose messages
e remote output channels
e Ethernet messages
e serial channels
e the channels of IEC 61850 communication.
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HW environment

SW
Calc. An. In. H
Analogue
inputs
Binary inputs
Control inputs
Graph.equ [
GOOSE inputs
Remote inputs

Function blocks

DSP functions u

IEC 61850 data

Events

Status signals
Parameters

Event rec.

Counters

Constants
Measured values

Timers

Factory equations

Dist.Recorder

On-line values

Matrix [

Graph.equ

Binary outputs

Goose outputs

EuroCAP_V3.0.docx0

Figure 2-14 The HW and SW structure of the EuroProt+ devices

22/135

Remote outputs




EuroCAP configuration tool for EuroProt+ devices

2.6 The configuration menu
2.6.1 The full configuration menu

The configuration menu is on the left side of the window. The displayed and active menu items
depend on the mode of operation of the software (for access levels see Paragraph 2.3).

Figure 2-15 below shows the structure of the configuration menu as it is displayed in Master
view. The symbols indicate that the menu item can be extended, opening sub-menus, by
clicking on the © symbol.

The four main menu items are:
e Hardware configuration
e Software configuration
e Subscribed GOOSE assignment
e System

When opening any of the main menu entries, the elements of
HW environment

SW

Function blocks
IEC 61850 data

Calc. An. In. H ' |
Analogue DSP functions

inputs

Binary inputs Status signals

Parameters

Events

Constants
Measured values

Control inputs

Graph.equ [

GOOSE inputs

Factory equations

Remote inputs

Timers

Figure 2-14 can be identified as items of the menu.

When translation is available the language can be changed in the Language menu or with the

Language speed button @ on the toolbar. The object’s titles will be translated to the chosen
language on the following property sheets (currently only German, English and Hungarian
languages are available):

e All object lists, like status variables or IO signals (in the Title column);
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e Installed and Visible Function Blocks (after the colon)

e Connector Allocation (in the Name column and also in copied or printed output)
e Hardware Configuration

When the display language is not English (the default) then translated object properties (title and
parameters, units, etc.) are also shown in the Object properties dialog window and in this window
both the original (English) and the translated value can be edited. The translation can also be

changed by the 2 translation button.
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2.6.2 The configuration menu in “Master view”

Figure 2-15 below shows the “Master view” of the configuration menu. In this figure, the menu
items are fully expanded. The menu items can be closed by clicking on the * symbol.

v ‘E24ine_F
v -Hardware Configuration
Connector allocation
LED assignment
v -10 Signals
v - Analogue Inputs
Measured signals
Calculated signals
v - Analogue Outputs
Measurement
Binary Inputs
Vv -Binary Outputs
Sync dose contact
v - Trip definition
Assignment
Vv - Communication
Received binary signals
Sent binary signals
v -Busbar Protection
Received binary signals
Sent binary signals
v - Software Configuration
v - Installed Functionblocks
Visible on HMI
v -Equations
Fast Logic
Normal Logic
v -Measured Values
On-ine
Vv -Parameters
Binary
Parameter description
Parameterset change
v -Busbar Protection
Sectionalisers
Bay topology
v -Event recorder
Reportable objects
v -Disturbance recorder
Binary signals
Analogue signals
Control
v -Counters
Signals
Cumulative Timer
v -Matrix
Inputs
Outputs
Subscribed GOOSE assignment
Vv -System
v -Time Sync
Source definition

Figure 2-15 The “Master view” of the configuration menu with fully expanded menu
structure

The items of the configuration menu serve the purpose of checking and modification of the active
configuration. The available menu items depend on the selected “View level’. These levels are
password-protected (see Paragraph 2.3). Paragraph 2.7 and Paragraph 2.8 describe the menu
items available in “Master View”.
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2.7 Hardware configuration

The functions of the device operate in the hardware environment, which provides inputs and
outputs for the functions. To receive the required number of analogue and binary inputs and to
send the output signals to the primary equipment of the electric power system, the device is
assembled of hardware modules.

In Master View, the hardware configuration can be displayed and extended by clicking on the
“Hardware configuration” menu. The user also has the possibility to assign a Design No. which
will be inserted in the configuration documentation.

The submenus of Hardware configuration are:
e Connector allocation
e LED assignment
e 10 signals (with several submenus)

2.7.1 The Connector allocation

The details of the I/O signals can be checked in the left-side configuration menu by selecting
“Connector allocation”.

The connectors available in the individual slots (identified by capital letters on the tabs in the
bottom of the list) can be seen in this menu.

% EuroCAP - E2-Line_F_2.epc — ] *
File Edit Project View Language Help
= é\ﬂ"’ﬁ‘ 'B?ﬁ'aj\@':ﬁﬂ@|wﬂﬂgl\ Produced for Protecta Ltd.
v -E2ine_F .
~ Hardware Configuration Connector allocation
: Connector allocation
-~ LED assignment Design No.: ‘
H - 10 Signals
> Software Configuration
i Subscribed GOOSE assignment 6T 01241101
System Term. No. Name
1 CB open
2 CB dose
3 Man, Close
4 Opto-{1-3)
5 VT Faill
6 Carrier receive
7 TLP error
8 Opto-{4-6)
g SynChk block.
10 AR, start

1 AR disable
12 Opto-(7-9)

13 AR delay
14 Remote Trip
15 PSD Block

16 Opto-{10-12)

Export Cards to File Copy Card to Clipboard

MNote: Don't confuse card or terminal connectors with I/O signal connectors shown on Hardware Configuration sheet. I/O signal connectors are simply
logical numbers from 1 to 16 to identify an IfO channel in the software.

Terminal assignment may be filed with arbitrary text. Press F2 or Enter or dick the cell to edit.

© 2003-2018 SoftReal Ltd.

Figure 2-16 Connector allocation (Example)
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Connector allocation property sheet is now fully Unicode compatible. The Terminal is shown on
the beginning of the row. It may be filled with arbitrary text by user if select and press F2 or Enter.
Text of terminal column will be shown in printed documentation of the configuration. (See
Chapter 2.4.3.2)

Tabular text file can be generated pushing the R button. This is a list
of all cards with numbers of terminals and connectors and signal names.

If the information of a module is needed, and then user wants to insert it into an Excel sheet,

Copy Card to Clipboard button provide the datas of the selected module.

2.7.2 LED assignment

The figure below shows the procedure of LED definition. In the demonstrated version LED No.
1 is on if the input variable TRC94_GenTr_Grl_(General Trip) is active and it is blinking if only
the input Bin_G11 is active.

A Object properties O et

Type: 00as LED

Defined by: RootFunctionBlock

Mame: LED3101

Title: [General Trip]

Connector [1,16]: 1

GeoGrafic address [0,31]: 31

On Item name [uoz]: |I]213 Graphed input Status w |
|TRC94_GenTr_GrI_ (General Trip) w |

Blink Item name [uoz]: |IIIIZIIIIl Filtered Binary Input w |
|BIn_G 11 (Remate Trip) v |

Color [0/r, 1/g,2fy] [0,2]: o |

Latch [0/n, 1/y,2/e] [0,2]: 1 |

Cance

Figure 2-17 LED definition

LED assignment objects can be exported to and imported from an XML file.

Using the Bxport | phutton in “LED assignment”, the user can export the LED assignment

settings into XML file. It is also possible to Import these settings from XML file using —

button.
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A report window will pop-up after the import process. This report will contain warning messages
if some of the LED “On Item name”-s or the “Blink ltem name”-s refer to non-existent objects. In
this case these parameters are changed to “Object?”. See Figure 2-18.

2 LED definition import O b

OnItem = 'Dis_Start' object in imparted object 'LED3107 does not exist; changed to 'Object?’
OnItem = 'OCM_Trip' object in imported object 'LED3110" does not exist; changed to 'Object?

16 object(s) imparted.

Press Cirl+A (Select All) and Cirl+C (Copy) to copy list to the Clipboard.

Close

Figure 2-18 LED definition import warning message

When secondary language is available in the configuration file, the user can translate or change
the existing translation of title with the translations & button.
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For the “LED assignment” when clicking the available “Modify” button, the data input window on
Figure 2-19 is opened. Here, the following modifications are allowed:

Title This is a free-text field; the text will be the identifier of the LED
in the documentation and when printing the LED titles. (e.g., “General Trip”)

On Item name Means the selection of a signal, the 1 state of which results in
continuous ON state of the LED. See the selection method on Figure 2-20.

Blink Iltem name Means the selection of an output signal, the 1 state of which
results in the blinking state of the LED. See the selection method on Figure 2-20.

Color Means that the color of the LED can be selected as red (r),
green (g) or yellow (y) by writing 0, 1 or 2 in this input field. The On and Blink item has
the same color.

Latch Means that the on or blinking state of the LED can be latched
until reset. The method of resetting is simply pressing the front panel button X below the
front panel LEDs. When setting this variable to 2/e then a new event (fault) modifying
the LED state will erase the previous latched state and show only the latest state.

2 Ohbject properties O ey
Type: 0005 LED
Defined by: RootFunctionBlock
Mame: LED3101
Title: [General Trip)
Connector [1,16]: 1
GeolGrafic address [0,31]: 31
On Item name [uoz]: |I3213 Graphed input Status R |
|TRC94_GenTr_GrI_ (General Trip) R |
Blink Item name [uoz]: | e |
| (nothing) v|
Calor [0/, /g, 2] [0,2]: o |
Latch [0/, 1y, 2/e] [0, E |
cance

Figure 2-19 The “Object property” window for LED assignment
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General

RCS4 GenTr Grl

1213 Graphed input Status |~

0001 Filtered Binary Input
0011 Matrix column

0213 Graphed input Status
1111 MonFiltered Binary Input
3002 Volatile user status
3003 Mon volatile user status

TRC94 Tr3ph_Grl_(3Fh Trip)
TRC94 TrL1 Grl_(TripL1)
TRC94 TrlL2 Grl_(TripL2)
TRC94 TrL3_Grl_{TripL3)
TTR49L_Alarm_GrI_ (Alarm)
TTR49L_GenTr_GrI_ (General Trip)
TTR45L_Lock_Grl_ (Redose locked) b

Figure 2-20 Details of the “Object property” window for fast relay contacts under On

Item name.

The left side of Figure 2-20 lists the available signal types:

Filtered Binary Inputs These are the signals from the binary inputs of the
device. Filtering means that the transient changes within a limited time span are not
considered as status changes.

Matrix column These signals are the derived signals of the software
matrix. For the application of the software matrix see Paragraph 2.8.12.2.

Graphed input Status These are the binary output status signals of the
function blocks. These status signals are explained in detail in the documents of the
individual function blocks.

NonFiltered Binary Inputs These are the signals from the binary inputs of the
device. These signals are the non-filtered versions; they can reflect also the transient
changes of the inputs.

Volatile user status When editing the user logic in the Graphic logic editor
(see the details in Chapter 7) the user may define new binary output status signals, and
compose logic relationship resulting these signals.

Non volatile user status When editing the user logic in the Graphic logic editor
(see the details in Chapter 7) the user may define new binary output status signals, and
compose logic relationship resulting these signals. These signals are defined to be
stored in non-volatile memory. If the supply voltage of the device is switched off then it
is switched on again, these signals preserve their logic status assigned during the
previous energized state of the device.

NOTE: using the Matrix, any logic combination of the available binary signals can be assigned
to the LED-s.

2.7.3 The IO signals

When a module is inserted in the rack using the “Rack Designer”, all information is automatically
stored in the data bank of the device. The individual cards have default names for the connectors;
the user in “Master” level has possibility to rename these physical in- and outputs here.

The menu “IO signals” has the following items available in master view:

(Analogue Inputs / Measured signals and Calculated signals)

(Analogue Outputs / Measurement)

Binary Inputs

Binary Outputs / Sync close contact

Trip definition / Assignment

(Communication / Received and Sent binary signals)

(Communication / Busbar Protection / Received and Sent binary signals)
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By the items in brackets, only the “Title” field may be modified when clicking on the | Modify
button; for example, the user cannot access the analogue inputs except the title; they are
arranged during the factory configuration procedure.

When secondary language is available in the configuration file, the user can translate or change
the existing translation of title with the translations & button.

2.7.3.1 Binary inputs

The “Binary inputs” menu contains the filtered signals. (Filtering means that the transient
changes within a limited time span are not considered as status changes.) When clicking the

available | Modify | putton, the following modifications are allowed:

e Title This is a free-text field; the text will be the identifier of the input
in the documentation and the “On-line” web page also show this title. (e.g., “CB phase
L3 status”)

¢ Rising edge delay This value is given in ms. The status change from 0 to 1 is

accepted only if the initial state is 0 and during the delay time, all checking indicate status
1. (Filtering effect)

e Falling edge delay This value is given in ms. The status change from 1 to O is
accepted only if the initial state is 1 and during the delay time all checking indicate status
0. (Filtering effect)

e Show order This value organizes the “On-line” web page sequence of
displaying the binary status values. If 0 is given, the status is not displayed. All figures
above 0 mean that the signals with identical figures are grouped (e.qg., all signals of Show
order = 2 are grouped in group No.2). The group number is not shown.

Figure 2-21 shows the list of available binary input signals in a hardware configuration.

The figure shows that the hardware module in position G provides 12 input connectors. The
“Title” field is filled out according to the application. The name, the slot ID and the connector No.
may not be modified. The edge delays mean the number of repeated checking before a status
change is accepted. “Show order” determines the location of this status signal on the On-line
screen.

Every object list is sortable by “Ix”, “name”, “title”, “defined by” and “show order” if the user clicks
on header of the proper column.
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10 Signals / Binary Inputs

- Ix Name Title Defined by Show order  Parameters  Type
0 BIn_G01 CB open RootFunctionBlock 1 131440 0001 Filtered Binary Input
1 BIn_G02 CB dose ¢
- & Object rti O X
2 BIn_GO3 Man. Close I bject properties
Modify 3 BInGO4  VTFal
< N BIn_G0S Carrier receive Type: 0001 Filtered Binary Input

5 BIn_G06& TLP error

6 BIn_G07 SynChk block Defined by: RootFunctionBlock

7 BIn_GO08 AR start

el 8  BIn_G09 AR disable Name: BIn_GO1
9 BIn_G10 AR delay
Count/Limit: 10 BInGIl  RemoteTrip Tite: B open)
16(18)/192 11 BInG12  PSDBlock

12 BIn_TCS1  TCS1 Slot ID [0,31]: 13

13 BIn_TCS2 TCSs2 Connector [1,65]: 1

14  BIn_TCS3 TCS3 »

15 BIn_TCS4  TCS4 Raising edge delay [0,60000]: ‘4 ‘
Falling edge delay [0,60000]: ‘4 ‘
ShowOrder: ‘ 1 ‘

o] o

Note: You may not add or remove 1/O signals manually. In Master View you may use Check 1/O Allocations button on Hardware Configuration property sheet to match signals with
hardware.

Figure 2-21 Binary input signals

The button & can be used for translation; when pressing this button, a new window
shows the available languages:

2.7.3.2 Binary outputs
Figure 2-22 shows the list of available binary output signals in a hardware configuration.

10 Signals / Binary Outputs

- Ix Name Title Defined by Show order Parameters  Type

0 BOut_L01  Carrier send  RootFunctionBlodk L 8,1,1 0004 Contacts
1 BOut_L02 General start il Object properties 0 %
2 BOut_L03 IRes start

Modify 3 BOut_L04 DisstartLl

& 4 BOut_LOS Dis startL2 Type: 0004 Contacts
5 BOut_L0O6  DisstartL3
6 BOut LO7 VTS Fail Defined by: RootFunctionBlock
7 BOut_L0O8  BOut_L08
D 8 BOut_001 Prepare Name: BOut_LO1

9

BOut_ 002  TripLl
» Title: —l
Count/Limit: BOut_O03  Prepare <= Carrier send|

16(16)/26

=]

11 BOut_O04 TripL2

12 BOut_O05  Prepare Slot ID [0,31]: 8
13 BOut_O06 TripL3 Connector [1,140]: =
14 BOut_O07  Prepare

15 BOut_008 Close ShowOrder: 1

Note: You may not add or remove I/O signals manually. In Master View you may use Check I/O Allocations button on Hardware Configuration property sheet to match signals with
hardware.

Figure 2-22 Binary output signals

It can be seen that the hardware module in position “L” provides 8 output connectors for
signalling and in position “O” 4 output connectors for tripping. Tripping module “O” is
characterized by the Prepare Titles. The rest of the Titles are filled out according to the intended
application.
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For “Binary Outputs” clicking the available | Medif¥ | pytton, the following modifications are
allowed:

e Title This is a free-text field; the text will be the identifier of the output
in the documentation and the “On-line” web page also show this title. (e.g., “Carrier
send”)

e Show order This value organizes the “On-line” web page sequence of

displaying the binary status values. If O is given, the status is not displayed. All figures
above 0 mean that the signals with identical figures are grouped (e.qg., all signals of Show
order = 2 are grouped in group No.2).

The “Sync close contact” submenu provides fast relay operation for the user. In this case, the
driving signal does not need to wait for the relatively slow processing of the logic equations
available for the users; the selected relays get the status of the assigned signal in every
millisecond.

If fast closing (without delay, within 1 ms) is needed, then this kind of contact operation is to be
prescribed by clicking the

. lAAdd”,
e ‘“Insert”
e “Modify”

active buttons. In this case, the data input window shown in Figure 2-23 is opened.

Here the
e “Title” can be renamed. This is a free-text field.

e “Contact’ a selection from the dropdown menu. E.g.:
o “0004 Contacts” the only choice here
o “BOut_008 (Close)” is a contact selected from the second dropdown menu

e “On ltem name” identifies the binary signal to operate the relay. Any internal signal can
be selected from the dropdown menu. The user must select these signals first by the
signal type according to (Figure 2-20 left side) then the selected signal itself (Figure 2-20
right side).
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Sync close contact

Add a Ix MName Title Defined by Show order  Parameters
Insert 1] Fastl 1Contacts1 Fastl1Contacts 1 RootFunctionBlodk BOut_008,5YN25_SynS
A Object properties O X
Modify
<
Type: 4000 L1 Contacts
Defined by: RootFunctionBlodk
MName: Fastl 1Contacts1
Count/Limit: Title: | astl 1 Contacts 1 |
1)/2
Contact [d]: [0004 Contacts ~|
|Bout_oos (Close) |
On Item name [uo]: |0213 Graphed input Status ~ |
|5YN25_SynSW_GrI_ {Syn Cmd Comm)] ~ |
Carc

Figure 2-23 Assignment of the Sync Close contacts

Figure 2-23 shows that the Bout O08 (Close) contact gets the status of the
SYN25_SynSW_Grl_ (SyncroSwitch Close) in every millisecond. The selection of both the
output contact and the driving signal is supported by dropdown menus.

2.7.3.3 Trip definition

The contacts of TRIP module are special. These are selected to operate very fast. If fast tripping
(without delay, within 1 ms) is needed using e.g. Distance / Differential protection function, then
this kind of contact operation is to be prescribed by clicking the

° “Add",
e ‘“Insert” or
e “Modify”

active buttons. In this case, the data input window shown in Figure 2-24 is opened.
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Trip definition / Assignment

Add - Ix Name Title Defined by Show order  Parameters Type
Insert a TripAssignl  TripL1 RootFunctionBlock TRCS4_TripL1_TLO_, TripContact_002 4444 Trip assign
1 TripAssign2  TripL2 RootFunctionBlodk TRCS4_TripL2_TLO_, TripContact_004 4444 Trip assign
2 TripAssign3  Trip L3 RootFunctionBlodk TRCS4 TripL3_TLO_ TripContact_00& 4444 Trip assign
Modify
[N % Object properties O x
Type: 4444 Trip assign
Defined by: RootFunctionBlock
Count/Limit:
3(3)f16 Mame: TripAssign 1
Title: |Trip L |
TripLogic output [T]: |4213 TripLogic Output e |
[TRca4_TripL1_TLO_(Q v
Trip contact [C]: |4UD4 Trip Contact “ |
[TripContact_oo2 (TripL1) v]
cance

Figure 2-24 The “Object property” window for Trip definition / Assignment

Here the

“Title” is a free-text field; the text will be the identifier of the output in the documentation.

“TripLogic output” is a selection from the dropdown menu pre-defined by Protecta Ltd,
E.g.:
o “4213 TripLogic Output” type the only choice here

“TRC94_TripL1_TLO ()" is the L1 phase Trip logic output selected from the

second dropdown menu
Protection functions can be assigned to a Trip logic block (e.g. TRC94_PhS) by means
of a graphical logic or with fast equations. Assignment information can be found in the
graphical logic editor.
“Trip contact” identifies the trip relay to operate. A reduced/restricted list of Trip contacts
is provided by Protecta Ltd. to select the desired output from the dropdown menu.

NOTE: for application of the trip contacts of the device see also the detailed document:
“Application of high-speed TRIP contacts”.

2.7.3.4 Communication
Master user can modify only the title of the following items:

The “Received binary signals” and “Sent binary signals” submenus show the received /
sent signals from / to the other end via e.qg. a fiber optic cable using the line differential
function.

Signals of busbar protection communication between the “central-unit” and the “bay-
unit” are shown in the Busbar protection / “Received binary signals” and “Sent binary
signals” submenus.
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2.8 Software configuration

The functionality of the device is determined by the software configuration. This configuration
means the assembly of functions blocks for the device and assignment of physical inputs to
software inputs (see software configuration below).

The software consists of function blocks (E.g., overcurrent protection function, distance
protection function, etc.). Protecta selects the function blocks in the procedure of factory
configuration. In “Master view” the user has the possibility to deactivate/activate the various
function blocks. For a deactivated block, no parameter setting is needed and no output signals
are generated.

2.8.1 Functions

2.8.1.1 Installed function blocks

Figure 2-25 shows a possible configuration when opening the “Software configuration/ /Installed
Functionblocks” menu. The green checkmarks indicate active blocks, the red X means that the
function block is not needed and it is deactivated. The grayed checkmark means that the
operation of the function block cannot be deactivated because it is not allowed or it is used in a
logic editor sheet.

% EuroCAP - E2-Line F.epc
File Edit Project View Language Help

FEHS B-Ce-E-E H-h-~0 ExHEE

v -E24ine_F
Hardware Configuration Software Configuration / Installed Functionblocks
v -Software Configuration
> Installed Functionblocks Certain function blocks may be deactivated in the device. Deactivating a function block will deactivate all its sub-function blocks.
Equations
Measured Values
Parameters Deactivation of a function block will not remove owned objects from the configuration, just from the built program code.
Parameter description
Parameterset change v -[# RootFunctionBlock: User defined objects
Busbar Protection [¥ Common: Common
Event recorder W VT4: VT4- module
zisn::blance recorder Modify CT4: CT4 module
Con f e Calcvolt: Calculated Voltages
MOL;I" ers CalcCurr: Calculated Currents
atrix DLD: DeadLine Detection
Subscribed GOOSE assignment Move Up VTS: VT Supervision
System 2 >

Move Dn DIS21_HV2: 5 zone HV Distance
CPUEth: CPU LDC module
DIFF87L.: Line Differential

SCH85: Teleprotection

10C50: 3ph Inst Overcurrent
IOCS0N: Res Inst Overcurrent
TOC67_1: 3ph Dir Overcurrent Low
TOC&_1: Res Dir Overcurr Low
W TOC46: Neg Seq Overcurrent

W INR2: Inrush Detection

VCB60: Current Unbalance
TTR45L: Thermal Overload
TOV59_1: OverVoltage Low
TOVS59_2: OverVoltage High
TUV27_1: UnderVoltage Low

¥ TUV27_2: Undervoltage High

ISR NNER

TIREER

Figure 2-25 The “Function Blocks” window in software configuration

Activation/ deactivation of function blocks

If the checkbox is not grey, the user can activate or deactivate the functions blocks simply by
clicking on the checkmark field.

WARNING: Be careful when deactivating functions! To check for errors, apply the Ef icon,
which will start the “Check Configuration” procedure. The alternative method of checking is to
select “Project / Check configuration” from the menu. The result is acceptable, if the summary of
the check is similar to Figure 2-26: No errors found.
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A Check configuration O x
67 active logic elements checked, 0 errors found ~

Chedking IEC 61850 DAI mappping...
1711 IEC 61850 DAI maps checked, 0 errors found

Chedking IEC 61850 external GOOSE reference mappping. ..
0 IEC 61850 GOOSE maps checked, 0 errors found

Chedking maximal number of IEC 61850 objects...
10 IEC615850 objects checked, 0 warnings found

Checking DMP3 object mappping...
0 DNP3 object maps checked, 0 warnings found

Chedking IEC 101/104 object mappping...
0 IEC101/104 object maps checked, 0 warnings found

Checking IEC 103 object mappping. ..
0 IEC 103 ohject maps checked, 0 warnings found

Chedking LCD screen configuration. ..
0 LCD objects checked, 0 errors found

0 error(s), 0 warning(s) found.

Close

Figure 2-26 The result of “Check Configuration”

In Master level the Title of the function block may be modified. In addition, by clicking on the

& Translation button, the translation of the title can be modified. (See Figure 2-27)
Translated properties
@en (Engiish) Translation Original (English)
& de (Deutsch (German)) Ausl. Logik Trip Logic
oK Cancel

Figure 2-27 Translation

Selected Function Block can be moved up | M2¥&UB | and down | M2¥EDN in the Installed FBs
list in Master View. The display order of the function blocks on the web page of the IED can be
modified by this feature.

Modification of function blocks

In some exceptional cases, the user can perform some modifications in the function blocks in
“Master view”. When the “Modification” active button is pressed, the window shown in Figure
2-28 is opened.
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Software Configuration / Installed Functionblocks

Certain function blocks may be deactivated in the device, Deactivating a function block will deactivate all its sub-function blocks,

Deactivation of a function block will not remove owned objects from the configuration, just from the built program code.

~ . [# RootFunctionBlock: User defined objects
- [ Common: Common
[# CT4_1: CT4 module 1
Modify ~-[¥ CT4_2: CT4 module 2
@ [# CalcCurr: Calculated Currents
- ¥ CalcCurr_2: Calculated Currents
- [¥ DIF87_2w: Differential 2w
[# DIF87N: Restricted EF
Move Dn - [¥ 10C50: 3ph Inst Overcurrent
[# TOCS51_1: 3ph Time Overcurrent 1
- ¥ TOC51_2: 3ph Time Overcurrent 2
[v TOC51_3: 3ph Time Overcurrent 3
- ¥ TOCS51_4: 3ph Time Overcurrent 4
- ¥ IOCS0M: Res Inst Overcurrent
[# TOCS51N_1: Res Time Overcurrent 1
- [# TOCSIN_2: Res Time Overcurrent 2
[ TOC51N_3: Res Time Overcurrent 3
- ¥ TOCSIN_%: Res Time Overcurrent 4

(53 TAIR S T ambe Pom ki

Move Up

ﬁ Assign Function Block /0 be

i Inputs
) P 1/ properties

M Mame Title Assigned object Mame: ‘MAnjul |
Common_LLNOMod_ISt_ Mode of device  Common_LLNOMod_¢ Title: ‘1 L1 |
ToCs1_Bk_Gro_3 Block Tocs1_Bk_Gro_3 (B - e

ypes: nalogue channel definitions

A MAn 01 I MAn 101 (IL1 D) 0410 Calculated analogue ch. def.

A MAn_I0Z Iz Man_102 ([L2 1)

A MAn_I03 IL3 Man_103 (IL3 1)

Ev_Common_LLNOMod_ Mode of device Ev_Comman_LLNOMo Assigned object
Ev_Common_LPHDHealth_  Health of device  Ev_Common_LPHDHg|
Object: MAn_I01(IL1 1) >
A
MAR_I02 (IL2 1)
MAn_103 (113 1)
< > Man_104 {14 1)
MAn_HO1 (IL12)
MAn_HD3 (IL3 2)
Man_H04 (14 2) e

>, Only global objects can be assigned to inputs.
\!J) An object can be assigned to multiple funcon
block inputs.

OK Cancel

Figure 2-28 The “Function block properties” window

As an example, this window shows the procedure of assigning inputs to a definite time
overcurrent protection function (TOC51D).

The “A” in the column “M” shows that the input can be reassigned in master view (the letter “A”
may vary in different languages, like “Z” in German language.

When the active “Assign” button is clicked, the “Assign Function Block I/O” window is opened.
In our example an assignment was selected (the name “Man_I01(IL1 1)” in this factory
configuration).

Function blocks also have a version nhumber. The version is displayed in the Function Block
Properties “Main” window. Only an Administrator can modify the version number. The master
user can however modify the title and set up groups for mutually exclusive function blocks (Figure
2-29). If multiple FB’s are assigned to the same group, only one of them can be activated at a
time. Time critical functions (e.g. differential, inst. OC) are part of the fast equations and therefore
cannot be assigned to a group of mutually exclusive function blocks.
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& Function block properties O X
Main  Inputs

Function block identifiers

Give a unique object identifier as name and a short
description as title for the function block,

Mame: |10c5|3| |

Title: |31:|h Inst Overcurrent |

Version: | 1 | | |
Deactivation

This function block may be deactivated
This function block is used in User Logic

This function block is active

Group of mutually exdusive FBs: D =

carce

Figure 2-29 The “Main” window of FB properties

In most cases, however, the user has no access to the function block and the modification is
permitted on higher access level (e.g.: administrator view) only.

2.8.1.2 Visible on HMI

The function block list in “Visible on HMI” submenu contains only the active function blocks which
are not deactivated in the Installed function blocks list. Core Function Blocks -which cannot be
deactivated, because they are used in the Logic editor or the deactivation is forbidden- are shown
with gray checkbox in the Visible function blocks list.

If some of the function blocks are not needed, they can be set to “invisible” status here. The
invisible function blocks do not show the parameters and do not change status signals and the
measured variables. Hiding a core function block requires confirmation.

To set a function block invisible, enter the “Software configuration / Functions / Visible function

block” menu and toggle the “Visible” status from v green check mark to X red X.

Confirm b4

This is a core Function Block.
Do you still want to hide it?

Yes Mo

Figure 2-30 Confirmation question
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2.8.2 Equations

Master users can see the equations applied for the different protection functions for information.
Changes are not allowed on this access level.
Note: The content of these Equations is not visible in the graphical logic editor.

2.8.2.1 Fast Logic

Fast Logic equations are used to create a fast channel for time sensitive functions (e.g.: 87 trip,
21 trip, 50 trip or 25 synch switch command) to activate the relay high-speed outputs. The
equations assign the time sensitive signals to functions (TRC94, SYN25 SynSW), which can
directly operate the high-speed output contacts. Contact assignment to these functions shall be
done under HW Configuration / 10 Signals / Binary Outputs & Trip definition.

2.8.2.2 Normal Logic

Normal Logic equations are used to supplement FB functionalities and implement special
functions requested by the customer. They shall be used for non-time sensitive signals only.

2.8.3 Measured values

The “Software configuration /Measured Values” menu has a submenu “On-line”. All measured
values are listed here, which are visible under “On-line data” on the web browser. The “Title”
field can be modified only.

2.8.4 Parameters

NOTE: The parameter setting is basically not a task for this EuroCAP configuration software.
Only the Binary parameter type can be managed under “Software configuration /Parameters”
menu (see Figure 2-15)

All other necessary parameters are part of the factory configuration; the user has no access to
them. (Timer parameters are exceptions: when a user defines a new timer in the Logic editor
then also a new timer can be defined. This new timer may be modified in the Logic editor.)

When opening the “Binary parameters” menu, Figure 2-31 is displayed. Only the user defined
parameters are shown here. These new parameter values must be set in the device, and the
parameters can be applied when editing the graphical equations. (See Chapter 7)

If no parameter has been defined yet, then the active “Add” button can be clicked and the “Object
properties” window is also opened (see Figure 2-31). The same window is displayed when
several user defined parameters exist and the button “Insert” or “Modify” is clicked. The
“Remove” button is also active for the user defined binary parameters.
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Parameters / Binary

Add ~ Ix Name Title Defined by Show order  Parameters  Type
Insert 37 ParBin1 ParBin1 RootFunctionBlock 0 0,0 0025 Logic parameter variable
Remove
% Object properties O X
Modify
<
Type: ogic parameter variable
Move Up Defined by: RootFu B
Move Dn
Name: ‘Parﬁin 1 ‘
Count/Limit: Title: Pargin1
39(39)/128 ‘ ‘

Default value [0,1]:

ShowOrder:

Cancel

Figure 2-31 The “Binary parameters” window and the “Object properties” data block

When adding a new binary parameter, the following must be defined:

Name the freely editable name of the new parameter displayed in the
graphical editor

Title the freely editable title of the new parameter displayed in the
graphical editor (in brackets)

Default value  the value without parameter modification

ShowOrder this value organizes the “Parameter” sequence of
displaying the parameter values. If O is given, the status is not displayed.
All figures above 0 mean that the signals with identical figures are
grouped (e.g., all signals of Show order = 2 are grouped in group No.2).

2.8.5 Parameter description

If the Title of the parameter gives less information than it is necessary, a parameter description
can be created. This description will be shown on the “parameters” web page of the IED.

Required CDSP version
When adding a new par.

is 1530 or above.
ameter description, the following must be defined:

Name the freely editable name of the new parameter displayed in the
graphical editor

Title the freely editable title of the new parameter displayed in the
graphical editor (in brackets)

Referred object the object is selectable from a list contains Integer,
Timer, Logic, Constant, Float, Enumerated and User timer parameters
Text the freely editable text provides users to get detailed
information about the parameter or make note e.g. a suggested setting
value.

In case of any error message received during modifying or creating parameter description, the
configuration file shall be updated by Protecta staff.
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2.8.6 Parameterset change

When opening the “Parameterset change” menu, Figure 2-32 is displayed. In this example, a
new parameter set is to be added. The ParSetl is active if the “Bin_G02” binary input receives
an active signal. In the example, a new set is “Add’-ed, and the “Bin_G02” binary input is

prepared for selection to activate that set.

ATTENTION: The number of parameter sets is defined by the number of the parameter sets
added plus the original one. If any condition for parameter set changes is set in the “Parameter
set change” window, then this operation cannot be performed in any other way. If the “Condition”
input field is empty, the command via IEC61850 communication channel or via web browser can
change between the available parameter sets.

If no new parameter set has been defined yet, then the active “Add” button can be clicked and
the “Object properties” window is also opened (see Figure 2-32). The same window is displayed
when several defined parameters exist and the button “Insert” or “Modify” is clicked. The
“Remove” button is also active.

Software Configuration /| Parameterset change

Add & Ix Mame Title Defined by Show order  Parameters  Type
Insert 0 Parsetl Parsetl RootFunctionBlock BIn_GO2 0116
R . .
Emove 4 Object properties O *
Modify
&
Type: 0116 Parameter set change
Defined by: RootFunctionBlock
MName: |F‘ar5et1 |
Count/Limit: Title: |Par5et1 |
1{1)/7
Condition [uvo]: |DDDI Filtered Binary Input v|

BIn GO2 (CB dose

BIn_G03 (Man. Close)
BIn_GO4 (VT Fail)
BIn_G0S5 (Carrier receive)

BIn_G0& (TLP error)

BIn_G07 (SynChk block)

BIn_GO3 (AR start)

BIn_G09 (AR disable) b

carel

Figure 2-32 The “Parameterset change” window and the “Object properties” data
block
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2.8.7 Busbar protection

A factory default primary topology is set in all central unit of a distributed or a centralized busbar
protection device. The user can modify this pre-configured topology, using the following types.
The object lists are sortable by “Ix”, “name”, “title”, “defined by” and “show order” if the user clicks
on header of the proper column. Note: “Ix” of an object is the creation order by default, but it can
be modified for some type of objects by the “Move up” and “Move down” buttons (like for
disturbance recorder signals, matrix inputs and outputs), because this number means also the
displaying order for those object types.

2.8.7.1 Sectionalizers

The sectionalizer can combine zones when you have disconnectors in the sectionalizer bay
without current transformer. If no sectionalizer has been defined yet, then the active “Add” button
can be clicked and the “Object properties” window is also opened (see Figure 2-33).

User can choose a Disconnector closed status which combines the selected Bus Sections
(Zones). A Master View user can not add new Bus Section function blocks into the configuration.
Busbar protection algorithm can handle maximum 10 pieces of Sectionalizers.

Busbar Protection | Sectionalizers

Add ~  Ix Mame Title Defined by Show order  Parameters
Insert [i} Sectionalizer1  Sectionalizer 1 RootFunctionBlock SecStat_SectClosed_GrI_1,5ecStat_StatErr_GrI_1,BusSecti
Remave 1 Sectionalizer2 Sectionalizer 2  RootFunctionBlock SecStat_SectClosed_GrI_2,SecStat_StatErr_GrI_2,BusSecti
Modify Ay Object properties O >
<&
Type: 0199 Sectionalisers
Defined by: RootFunctionBlock
Move Dn
Mame: |Sech’0nalizer 1 |
Count/Limit:
2(2)/10 Titie: [E=ctionalizer 1] |
1. disconnector on [u]: |0213 Graphed input Status v|
[secstat_SectClosed_GrT_1 0 v
Sect.disconnector status error [u]: |0213 Graphed input Status vl
|Sec5tat_5tatErr_GrI_1 (Status Error) w |
1. disconnector section [h]: |Dlg? Sections vl
|BusSech’0n1 {BusSection) i |
2. disconnector section [h]: |019? Sections v|
|Bu55ecﬁon2 {BusSection) i |
Carc

Figure 2-33 The “Sectionalizers” window and the “Object properties” data block
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2.8.7.2 Bay topology

The bay topology handles all bays where current transformer(s) is available. Incomer or feeder
bays, bus coupler bays with one or two current transformer(s) and some special bays.

If no bay unit has been defined yet, then the active “Add” button can be clicked and the “Object
properties” window is also opened (see Figure 2-34).

All fields can be modifiedby the user. The maximum bay element number is 36.

For some examples and detailed information please visit our webpage and find the detailed
description of “Centralized busbar differential and breaker failure protection function” or
“Distributed busbar differential and breaker failure protection function”

Busbar Protection / Bay topology

Add - Ix Mame Title Defined by Show order  Parameters
Insert a Bay0D1 Bay01 RootFunctionBlodk: BayUnit_BU_BBU_E01,BusSectionl,,,,1,0,0,0
Remave 1 Bay02 Bayl2 RootFunctionBlock BayUnit_BL_BBU_E02,BusSection?,,,,1,0,0,0
Modify ‘;‘l A Object properties O X g
[ 4 D
5 Type: 0200 Bay topology p
Defined by: RootFunctionBlock
Maowve Dn
Mame: |Bay01 |
Cog?st'}'?'fggt' Title: Bay( |
Assigned bay [1]: |0198 Bay units i |
|BayUnit_BU_BBU_E[J] (Bay Unit) w |
1. disconnector section [h]: |019? Sections vl
|BusSecﬁon1 (BusSection) ~ |
2. disconnector section [h]: | i |
| (nothing) v|
3. disconnector section [h]: | w |
| (nothing) vl
4, disconnector section [h]: | i |
| (nothing) vl
Include to check zone [0,1]: |1 |
CT Dir.Inverted [0, 1: |D |
Connection ref.Mo. [0,255]: |D |
Conn.Ref.Condition [0, 1]: |D |
Cancel

Figure 2-34 The “Bay topology ” window and the “Object properties” data block
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2.8.8 Events

The EuroProt+ protection devices log the events with a time stamp of 1 ms time resolution. The
list of the possible events is populated in the factory configuration procedure; the user has
possibility to modify the “Title”, the text identifier of the event. This Title is shown in the event list.

NOTE: User-defined events shall be set up by applying the GGIO16 function blocks in the Logic
Editor, then editing its events’ titles here. Up to 16 events can be generated per function block.
The object lists are sortable by “Ix”, “name”, “title”, “defined by” and “show order” if the user clicks
on header of the proper column. Note: “Ix” of an object is the creation order by default, but it can
be modified for some type of objects by the “Move up” and “Move down” buttons (like for
disturbance recorder signals, matrix inputs and outputs), because this number means also the
displaying order for those object types.

The IEC 61850 DOI description column shows the first non-empty description of the mapped
Data Objects (the owners of the mapped Data Attributes).

Event recorder | Reportable objects

+ Ix Mame Title Defined by Eventlist  Parameters Type IEC101/104 IEC&1850 DOI description
100 GGIO16_stvalll_ Inputd1 GGIO16 1 GGIO16_stvalol_Gro_,,1 0009 ... ] Man. Close
101  GGIO16_stval2_ Inputd2 GGIO15 1 GGIO16_stvald2_Gro_,,1 0009 ... a VT Fail
102  GGIO16_stval03_ Input03 GGIO16 1 GGIO16_stvalo3 Gro_,,1 0009 ... 0 TLP error
Modify 103  GGIO16_stValdd_ Inputo4 GGIO16 1 GGIO16_stvalo4_Gra_,, 1 0009 ... ] SynChk block
> Title 104 GGIO16_stvalds_ Inputds GGIO15 1 GGIO16_stvald5_Gro_,,1 0009 ... a AR start
105 GGIO16_stvalls_ Inputs GGIO15 1 GGIO15_stvalos_Gro_,,1 000g ... 1] Remate Trip
L] 106 GGIO16_stvall7_ Inputd? GGIO16 1 GGIO16_stvalo7_Gro_,,1 0009 ... ] PSD Block
107 GGIO16_stvalld_ Input03 GGIO15 1 GGIO16_stvalds_Gro_,,1 0009 ... a
108 GGIO16 stvalog_ Input09 GGIO16 1 GGIO16_stvalos_Gro_,,1 0009 ... 0
109  GGIO16_stvall0_ Input10 GGIO16 1 GGIO16_stval10_Gro_,,1 0009 ... ]
110 GGIO16_stvalll_ Inputll GGIO15 1 GGIO16_stValll Gro_,,1 0009 ... a
CountfLimits 111 GGIO16 stvall2_ Input12 GGIO16 1 GGIO16_stvall2 Gro_,,1 0009 ... 0
176(176)/512 112 GGIO16_stval13_ Input13 GGIO16 1 GGIO16_stval13_Gro_,,1 0009 ... 0
Figure 2-35 The Event channels with IEC 61850 DOI description column
-=Title . — .
The button copies the content of the IEC 61850 DOI description column to the Title

column for all selected lines. When the current language is English then the original value,
otherwise the translated value of the object’s title will be modified. Please select lines carefully
because the titles will be overwritten without confirmation. This feature is useful because the IEC
61850 DOI description field can be filled already in the Logic editor where the connections of
e.g. a GGIO16 defined.

The list on the IEC 61850 Logical Nodes property sheet is sorted by the owner Function Blocks
(the Defined by column). The contents of the ICD / CID files are not affected.

When a language other than English is selected, you can still modify the original (English) title
and translatable parameters together with their translations in the Object properties window. The

<& translation button appears next to a translation.
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# Objekteigenschaften O X
Typ: 0005 Event recorder ~
Definiert von: TOV59_1
Mame: Ev_TOVS3 52 1
Titel: [start L] |

& |Anregung L2 |

Recorded value [uvonfy]: 0213 Graphed input Status
Ev_TOVSS_St.2_Grl_1{)
Trigger [uo]:
{nichts)

Indude HMI [0, 1]: 1 W

sbrechn

Figure 2-36 Translation possibility in the Object properties window

2.8.9 Disturbance recorder

The disturbance recorder function records binary and analogue signals; these signals can be
selected (and modified) by the user.

2.8.9.1 Selecting a binary signal for disturbance recording

Figure 2-37 shows the selection method of binary signals.

The user can define

¢ Name the freely editable name of the signal
e Title the freely editable title of the signal
e Item name the item to be recorded

The item selection method is similar to the method encountered elsewhere in the EuroCAP
software:

First, the type of the signal must be selected from the drop-down list (in this case, “Graphed input
Status,” which is an output signal of the function block BRF50). The second step is the selection
from another drop-down list displaying all signals of the selected type. (Here,
BRF50_BuTr_Grl_(Backup Trip), which is the backup trip signal of breaker failure protection
function.)

EuroCAP_V3.0.docx0 46/135



EuroCAP configuration tool for EuroProt+ devices

% Object properties O d
Type: 0097 Dist.rec. digit signals {maxa4)
Defined by: RootFunctionBlock
Name: DREIn13 |
Title: |'.H'Hm |
Item name [uocz]: |0213 Graphed input Status e |
|BRF5I:I_BuTr_GrI_ (Backup Trip) V) |

Figure 2-37 Example: selecting the binary signal for disturbance recording

The available binary signal types for the disturbance recording (Item name) are:

Filtered Binary Inputs These are the signals from the binary inputs of the
device. Filtering means that the transient changes within a limited time span are not
considered as status changes.

Contacts The binary status of the output contacts

Graphed input Status These are the binary output status signals of the
function blocks. These status signals are explained in detail in the documents of the
individual function blocks.

NonFiltered Binary Inputs These are the signals from the binary inputs of the
device. These signals are the non-filtered versions; they can reflect also the transient
changes of the inputs.

Volatile user status When editing the user logic in the Graphic logic editor
(see the details in Chapter 7) the user may define new binary output status signals, and
compose logic relationship resulting these signals.

Non-volatile user status When editing the user logic in the Graphic logic editor
(see the details in Chapter 7) the user may define new binary output status signals, and
compose logic relationship resulting these signals. These signals are defined to be
stored in non-volatile memory. If the supply voltage of the device is switched off then it
is switched on again, these signals preserve their logic status assigned during the
previous energized state of the device.

2.8.9.2 Selecting an analogue signal for disturbance recording

Figure 2-38 shows the selection method of analogue signals.

The user can define

Name the freely editable name of the signal
Title the freely editable title of the signal
Item name the item to be recorded

Nominal value the nominal value of the signal

Unit the unit of measure.
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The item selection method is similar to the method encountered elsewhere in the EuroCAP
software:

First, the type of the signal must be selected from the drop-down list (in this case, “Analogue
channel definitions” is selected, which is an input analogue value). The second step is the
selection from another drop-down list displaying all signals of the selected type. (Here,
Man_RO1(U L1), which is the first voltage input signal, e.g., the L1 phase voltage connected to
the ROL(U L1) input.).

Nominal value and unit can be 100% as in the factory default configurations. Furthermore,
primary or secondary values can also be set, so 1A or 5A sec. or €.9.1000A prim. are possible.
The COMTRADE file will show these values.

Scaling for VT secondary other than 100V: E.g. when the VT has 110VAC secondary nominal
and we want to show it as a percentage, the nominal value of analogue channel has to be 91%,
to compensate the 110V nominal.

% Object properties O x

Type: 0971 Dist.rec. analogue channels

Defined by: RootFunctionBlock

Mame: |DRAn1 |

Title: m |

Item name [ag]: |DD4D Analogue channel definitions et |
[Man_RO1(ULL) |

MNominal value: | 100 |

Unit: % |

Figure 2-38 Example: selecting the analogue signal for disturbance recording

Starting the disturbance recorder (“DRE” function block, input “Start”) can be programmed using
the graphic equation editor (see Chapter 7). One simple example is shown in Figure 2-39.

DRE

=-Thermal _THp R Statt

=-MegSeq_Trp 13

Figure 2-39 Example: Starting the disturbance recorder function

The pre-fault time, the post-fault time and the total duration (max fault time) of the disturbance
record depend on parameters, which can be set in the web browser.
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2.8.10 Control

Control channels sheet contains the controllable objects of the configuration.

Software Configuration / Control

« Ix Name Title Defined by Eventlist ~ Parameters Type IEC101/104 IEC61850 DOI descri
[1} Common_Mod_Con_ Mode of device Commaon "N/A,0n Blocked, Test, Test/Blocked,Off", 1,5,1  0043... 0
1 Commen_LEDRst_Con_ LEDReset Common "Off,0n",0,1,1 0043... 0
2 CBWear_Reset_Con_ Counter Clear CBWear "off,on",0,1,1 0043... 0
Moify 3 DisConn_Oper Con_1  Operation DisConn_1 "Off,0n",0,1,1 0043.., 0
> Title 4 DisConn_Oper_Con_2 Operation DisConn_2 "off,on",0,1,1 0043... 0
5 CB1Pol_Oper_Con_ Operation CB1Pol "Off,0n",0,1,1 0043... 0
<& [ REC79_Block_Con_ AR block RECTSHY "Release,Block™,0,1,1 0043... 0
7 CPUEth_DiagRst_Con_  LDCDiagnostic Reset  CPUEth "off,on",1,1,1 0043... 0
CountLimit:
a(8)/64

Figure 2-40 Control channels menu

The following modifications are allowed:

e Title This is a free-text field; the text will be the identifier of the
Control on the LCD screen or on the web page (e.g., “Operation”)

The! =% i button copies the content of the IEC 61850 DOI description column to the Title

column for all selected lines. When the current language is English then the original value,
otherwise the translated value of the object’s title will be modified. Please select lines carefully
because the titles will be overwritten without confirmation. This feature is useful because the IEC
61850 DOI description field can be filled already in the Logic editor where the connections of
e.g. a Con4Ch are defined.

IEC 61850 Data Attributes column shows the Logical Node and DOI structure of the control.
2.8.11 Counters

In this menu the user can find the pre-defined Signal counters (e.g. CB switching operations)
and the Cumulative Timers. Adding new counters is not allowed on master level. The following
modifications are allowed on the existing counters:
o Title This is a free-text field; the text will be the identifier of the
Counter on the LCD screen or on the web page (e.g., “Operation counter”)

% Object properties m} *
Type: 0008 Counter
Defined by: CE1Pol
Mame: Count_CB1Pol_Oper_
Title: Operation counter|
Item name [uvo]: 0213 Graphed input Status

CB1Pol_Oper_GrI_ (CB Operated)

ShowOrder: 1

Figure 2-41 Example: Object properties window of counters

NOTE: This example shows a selection of a counter without any reference to IEC 61850. If this
kind of modification of the configuration is needed, please contact Protecta.
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2.8.12 Matrix

The Inputs (rows) of the software matrix are binary status signals selected by the user. The
columns of the matrix are the outputs. The user defines the assignments between rows and
columns during the parameter setting procedure.

2.8.12.1 Matrix / Inputs menu

When the “Matrix/Inputs” menu is opened, Figure 2-42 is displayed. In this example two rows
are already defined; one with the name “MxRow1” and with the user-defined title “SynChk block”.
This signal is selected to be “Bin_C07”.

For the modification procedure, the second row is shown below where the input signal is received
on the TRC94_GenTr_Grl_ (General Trip) input.

Matrix / Inputs

Add +  Ix Mame Title Defined by Show order  Parameters  Type
Inzert 0 MxRow1 SynChk block  RootFunctionBlodk BIn_CO07,0 0012 Matrix row
Remove & . .
%z Object properties O X
Modify
&
Type: 0012 Matrix row
Defined by: RootFunctionBlock
Mame: |M><Row2 |
CountLimit: Title: |General Trip| |
1(1)f128
Item name [uo]: |0213 Graphed input Status e |
|TRC94_GenTr_GrI_ (General Trip) w |
Default value: |D |
Canc

Figure 2-42 The “Matrix Inputs” window and the “Object properties” data block

The user can define

e Name the freely editable name of the row
o Title the freely editable title of the row
e Item name the type of the signal (here a “Graphed input Status”) and the name of

the signal (here TRC94_GenTr_Grl_ (General Trip))
Default value  the value at starting the device.

The available signal types for the matrix rows (Item name) are:

Filtered Binary Inputs These are the signals from the binary inputs of the
device. Filtering means that the transient changes within a limited time span are not
considered as status changes.

Graphed input Status These are the binary output status signals of the
function blocks. These status signals are explained in details in the documents of the
individual function blocks.
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e NonFiltered Binary Inputs These are the signals from the binary inputs of the
device. These signals are the non-filtered versions; they can reflect also the transient
changes of the inputs.

e Volatile user status When editing the user logic in the Graphic logic editor
(see the details in Chapter 7) the user may define new binary output status signals, and
compose logic relationship resulting these signals.

¢ Non volatile user status When editing the user logic in the Graphic logic editor
(see the details in Chapter 7) the user may define new binary output status signals, and
compose logic relationship resulting these signals. These signals are defined to be
stored in non-volatile memory. If the supply voltage of the device is switched off then it
is switched on again, these signal preserve their logic status assigned during the
previous energized state of the device.

2.8.12.2 Matrix / Outputs menu

The columns of the matrix are the outputs, which can be applied in the graphical equation editor
(See Chapter 7) as input signals and then used according to user’ requirement. The user defines
the assignments between rows and columns during the parameter setting procedure.

Matrix / Outputs
Add ~  Ix Mame Title Defined by Show order  Parameters  Type
Insert a MxColl Matrix output 1 RootFunctionBlock 0011 Matrix column
1 MxCol2 MxCol2 RootFunctionBlod: 0011 Matrix column
Remove
Modify #4 Object properties m} x
2
Type: 0011 Matrix column
Move Up =
Defined by: RootFunctionBlock
Mame: |MxCOI2 |
Count/Limit:
2(2)/32 Title: [Fxcol?] |

Figure 2-43 The “Matrix Columns” window and the “Object properties” data block

When the “Matrix/Outputs” menu is opened, Figure 2-43 is displayed. In this example a column
is already defined with the name “MxCol1” and with the user-defined title “Matrix output 1”. Now
the procedure for adding a second column is displayed, where the second column name will be
MxCol2 and the title is being modified.

The user can define
e Name the freely editable name of the column
o Title the freely editable title of the column. It will be shown on the web page.
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3 The password manager

The EuroCAP configuration tool requires a password. Out of the four operating modes (Normal
View, Master View, Designer View, Administrator View), the user is entitled to apply Normal View
(no password is required) or Master View. The other operating modes are reserved for Protecta’s
designers and developers. This guide describes password management for Master View.

Any company using the EuroCAP configuration tool is assigned with a “Serial number”. The
person in possession of this serial number is the “Password Administrator’. This person
generates a “EuroProt password file” (.epw), which is the password database.

When the Password Administrator starts the EuroCAP configuration tool for the first time, the
software for Master View must be activated using this serial number.

When this icon on the toolbar |"'° is clicked, the Password Manager window is opened. See

Figure 3-1. The serial number must be copied here, then the “Log in” button starts the process.

%4 Password Manager X ‘

Identify yourself

Type in your password:

If you have forgotten your password then ask the Password Administrator to give
you a new one.

The Password Administrator account cannot be recovered when the password
is lost; you have to create a new database. To remove the existing database,
you have to delete the .epw file located in the application's data folder:

Public Documents\EuroCAP\EuroCAP .epw

The next time you start the Password Manager, it will create a new database.

Cancel

Figure 3-1 Starting the Password Manager window for the Password Administrator

The “Welcome” message of the opening window explains that first an account is to be generated
for the Password Administrator. In the subsequent steps, the Password Administrator will be
able to generate accounts for all users of the EuroCAP configuration tool.

# Password Manager *

Welcome

Welcome to the Password Manager.

First you will create an account so you will be able to change your view mode.
Additionally, you will get the right to create or modify all accounts, induding your
own password, In other terms, the first account created - your account - will be
the Password Administrator account,

If you share this program with other users, itis a good idea to create a separate
account for each user. Also you are advised to keep passwords confidential,
espedally the serial number that came along with the software. The serial number
makes possible to create a new password datsbase.

Other users may modify their own password, but they do nat have access to other
accounts, The Password Administrator also has the right to give lower view level

- less access rights - in the program for several users. Later you can get further
infarmation about sharing your account database.

Continue Cancel

Figure 3-2 The Welcome message
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The window shown in Figure 3-3 guides the Password Administrator through account generation.
The name of the user (on the first occasion, the name of the Password Administrator) must be
entered, then the freely chosen password must be typed identically in two fields. (The Master

view level may not be modified.)

4 Password Manager

e Back e Farward l Harne: E List Wiew

Fill in the new account

Type in the name of the new account {existing account name is not accepted):

|Free name of the User|

Type in the password for the new account (existing password is not accepted).
Lowercase letters will be converted to capitals:

Confirm the password:

Master View

Choose the highest available view level for the account:

Figure 3-3 The account generation

After the creation of the account, a dialog window shows the available tasks according to Figure

3-4.

4 Password Manager

e Back e Forveard 1 Hame List Wiew -

[+ ]S ]

4]

Figure 3-4 Password management

The available tasks are as follows:

. Modify an account Here account can be selected and the name and/or the

password can be modified
. Create a new account

Here a new account can be created similarly to the

account of the Password Administrator

. Remove account
Administrator’s

. Share my account with others
needed

° Close the Password Manager

Any account can be deleted except for the Password

For sharing the account, no further steps are
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As an example: when the “Modify an account” option is selected, the new window shown in
Figure 3-5 is opened.
This is what the window looks like when the Report option is selected as “List View” in the toolbar.

% Password Manager b

e Back e Forward n Home El List View

Related tasks .
Select an account to modify

Create @ new account
Share my accounts with others
User Level Special
0 ’.Masher Master View Password Administrator
’.Norbert Master View

Figure 3-5 Password management

The ﬁHome icon steps back to Figure 3-4, while the arrows step one step back or forward in
the procedure.
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4 The LCD editor

The “LCD editor” is embedded software used for picture generation for the LCD, integrated in
the front panel of the EuroProt+ devices.

The factory configuration usually contains the basic pictures that may be needed:

e “Main”, this screen displays the date and time, the names of the substations and that of
the device and the IP address. With the information button “I” on the touchscreen the
MAC address of the device, the version ID of RDSP/CDSP and the configuration name
can also be displayed.

Current time:

14 Jun. 2019 14:30:51

ion name:
otecta

Device name:

Figure 4-1 The Main screen

o “Param’, this screen supports the selection of the applicable parameter sets.

Parameter sets ‘

C

nnnnnnn

Figure 4-2 The Parameter sets screen
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¢ “On-line”, this screen displays the measured values and the information collected.

Online functions
Binary Inputs i

Binary Outputs
Common

¥T4 module

CT4 module

3ph DT Overcurrent
3ph DT Overcurrent
Res DT Owvercurrent
Res DT Owercur...
Res Dir Overcu...

[ProTECTA]

Figure 4-3 The On-line functions screen

¢ “Events”, the events logged in the device can be displayed on this screen.

Commar ‘
Health of device...

2019-06-07 05:02...
Common

Health of device:lk
2019-06-12 15:19:04.543
Common

Health of dewvice:0k
2019-06-13 07:20:06.045

Common I
Health of device:0k
2019-06-14 14:28:

Figure 4-4 The Events screen

e “System Settings”, This screen serves the purpose of displaying and editing the
parameters for the hardware and communication functions.

System settings

Station bus settings
Ethernet comm.
Serial comm.

Time synchronization
Timezone settings
LCD backlight
System services
Client whitelist

[ProTECYA]

Figure 4-5 The System settings screen
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e Any other displays ordered by the user. E.g.:

PROTEC IA
NI

Figure 4-6 The User’s screen

Using the LCD editor, the user can generate similar pictures for the LCD.
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4.1 User’s Manual for the LCD editor

The “LCD editor” is embedded software in the EuroCAP configuration tool for creating, editing
or deleting user screens of the EuroProt+ protection devices. See Figure 4-6 as an example.
These user screens can be downloaded to the device via communication connections.

The factory integrated screens:

Factory integrated screens are shown on Figure 4-1 to Figure 4-5 and with grey letters on Figure
4-8. They are not editable by the user. Displaying them can be disabled; however, their
application is advised to make the local operation of the device easier.

The windows of the LCD editor:
The LCD editor works in windows. These windows can be moved with the mouse, holding down
the left mouse button on the headline. Resizing is also possible if the left mouse button is held

down on the edge of the window and the ¥ symbol is dragged.

4.1.1 Starting the LCD editor

The LCD editor is opened by clicking the = icon on the toolbar of the EuroCAP configuration
tool or in the sub-menu Project/LCD Parameters.

If the = LCD button is inactive, then no EuroProt configuration file is open, or the access level
does not allow any modification. To open a configuration file, click the = pytton.

Password protection:

The view modes of the software are password protected. The users can be entitled to perform
various operations within the software, controlled by four pre-defined user profiles. When the
EuroCAP software is started and the password for the selected view mode is entered, the
required EuroProt+ configuration file can be opened and the LCD Parameters icon also becomes
available.

Change View Mode >

Choose the desired view mode:

() Mormal View: basic functionality

(®) Master View: extended functionality

() Designer View: full functionality

O Administrator View: system management

= 4 Mote that your password is valid also in lower view modes.
1 Using lower visibility reduces the risk of making unwanted
changes on the configuration.

Manage Passwords Cancel

Figure 4-7 The access levels

The LCD editor is not available in ,Normal View” mode.
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The “LCD Parameters” window

When clicking on the = icon, a new window is opened displaying the list of available screens.

k2| LCD Parameters -4
FIENE X =)

main
param
O online
events
kA settings

mIELL

The number of active screens (Max 20): 4

+ Generate X cancel

Figure 4-8 The starting screen of the LCD editor
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The list contains the available screens. The checkmarks indicate the screens that can be
activated on the LCD (in Figure 4-8 some of them are not active). The number of the checked
screens is limited to 20. If there are checked more, the user gets error message after clicking
the Generate button (see Figure 4-9).

BB | CD Parameters
== ax e g

online A
M events
kA ceftings

EL1
v Userl
M User2
i Upar2
A Ul Errar b4
MU
M U
MU
M U
W U
o
U
] serre
M Userl3
v Userl4
M Userls
M Userle
v Userl?
M Userl8
~ Userl®

dusez0 ¥

The number of active screens (Max 20): 24

o] | Ko

The limit of the active screens is exceeded!
Please deactivate 4 of them!

Figure 4-9 Exceeding the maximum number of active screens

4.1.2 Theicons of the tool-bar

. opening a user screen from a file

saving a user screen to a file

saving a user screen and Icd.conf to a file
generating a new user screen

deleting a user screen
editing the selected user screen

rename the selected user screen

@ = Q€ 0 D&

setting the display properties (size)
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The basic screens (main, param, online, events, settings) cannot be modified or deleted by the
user.

The user at “Master level’ can create new screens or modify the “User screens” (in Figure 4-8

R

e.g. “EL1” is a pre-defined user screen. It can be modified; the icon also becomes active.)

The buttons of the toolbar are used to create w/ user screens or to delete @ a selected user
screen.

4.1.3 Creating new user screens

A new user screen can be created by pressing the w button. This adds a new “User” screen
to the list with a new serial number.

Opening the user screen:

A user screen in the list can be opened by double-clicking on the relevant row of the list or by

R

right- clicking with the mouse, then selecting the / Edit Screen command or by clicking the
button on the toolbar.

Relocating the user screen:

The sequence of the displayed screens can be modified by left-clicking on the row of the selected
screen, and dragging the row up or down on the list to the required position.

Renaming the user screen:

gl

Renaming can be done with the
command.

button on the tool bar or with a right-click and the Rename

Open
Add new
Delete
Rename
Import
Export
Export all

Screen size

Figure 4-10 The User screen menu

Deleting a user screen:
There are three methods for deleting a user screen: the DEL button on the keyboard, right-
clicking then selecting Delete or using the @ button on the toolbar.

Saving the screens into a file:

For saving the screens into a file the = button of the menu bar can be clicked. Here a dialog
window serves the purpose of selecting the path and name to save the information to. All
selected and not factory-made User Screens will be saved in addition to the “lcd.conf” file into
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the selected directory. After successful saving, a message is displayed. This message can be
acknowledged by clicking the “OK” button.

Information X |

0 Saved screens successfully.
Figure 4-11 The Saved message

Saving only the screen file (*.Icd) without configuration information can be done by pressing the

=]

button in the menu bar.

Reading the screens from a file:

To read the screens from a file, the = button of the menu bar can be clicked. Here a dialog
window serves the purpose of selecting the path and name of the file to be read. Only one User
Screen may be loaded. If the name of the screen already exists on the list of screens, the
program asks for permission to overwrite the information.

Generating the LCD configuration:

. ../ Generate . .
Before downloading press . The downloadable version will be generated and the

editor window is closed.

x Cancel

If no generation is needed, then press . The editor window is closed without

generation or saving.

Downloading a new screen is part of downloading a new configuration. The icons to be applied
are described in Chapter 2.4.2.

Setting the LCD setup:

The window where the properties of the LCD can be set is opened using the EI button. Two
pre-configured resolutions can be selected (240*320, 320*240).

LCD Setup *
LCD screen size:

(®) 240 x 320
(320 % 240

X conce

Figure 4-12 The LCD setup screen
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Exit from the LCD editor:
- Save changes:

o Generate
To save changes, press the button. As a result, all changes are saved.

- Cancel changes:

X Cancel

If there is no need to save the modifications, press . In this case, the program asks

for confirmation to reject the changes.

- Direct exit:
To quit the program, click on the close button (x) on the top right corner. If there are unsaved
changes, the program asks for confirmation to reject the changes.

- Confirmation:
: : , o : Ves
In the dialog window asking for confirmation, there are two choices: the and the
Mo Yes o )
buttons. If the button is clicked, the changes will be lost. If the
Mo

button is clicked, the program returns to the LCD Parameters window. Similarly:
when the close button (x) is clicked, confirmation is also needed.

Confirm =

Parameters have been modified.
Do you want to exit anyway?

Yes Mo

Figure 4-13 The Parameters message

Editing User Screens:

The LCD screen editor is composed of windows. The window in the middle is the graphic area
showing the screen picture to be edited. The left side window is the Object List, showing the
objects located on the graphic area. The window on the right side displays the properties of the
selected objects. This window is also used for modification. The toolbar is located in the upper
part of the window. The icons on the toolbar are for copying and pasting existing objects.
Additionally, new static and dynamic objects can be placed on the graphic area, too.
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& en m] hd
Static Objects Dynamic Objects Ficture Database
zo0m: 200%_ O FIE |[m =] | = E | &
SImagel
Object list:
3 | e
Mask_SF &
Mask_SB
ax (7]
SysCirit
Dimage2
Measurandt Name: [simagel
Measurand2
Measurand3 wlo @] w20 3
Dimage1 —
Dimage3 vijo | Hecht: 20 F
File: |TL,ELhmp
_I_ I Lico0ooa
I Lz=0004
11 I L:=0004
e
11 |__|||.
-
o 0K X cancel
Last saved: 2017.02.01. 14:4Z Editor versien: 1.1.121.8 Data version: 1.1

Figure 4-14 The screen editor

Zoom:

The Zoom dropdown menu supports selecting the zoom mode. The enlargement is expressed
in percent.

Copying objects:

. . o B .
The selected object can be copied by clicking on the button or by using the Ctrl + C key
combination, or by right-clicking on the object, then selecting the Copy command. The selected
object remains on the original location.

Inserting objects:

The objects placed previously on the clipboard can be inserted by clicking on the & button or
by using the Ctrl + V key combination, or by right-clicking on the working area, then selecting the
Paste command. The location of the inserted object will be 10 pixels down and 10 pixels to the

right of the original object, but it can be dragged freely. The object remains on the clipboard, too,
and it can be inserted again.

Deleting objects:

A selected object can be deleted using the @ button.
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Moving objects:

The selected objects can be dragged keeping the left mouse button depressed. The new location
can be defined directly in the object properties window, too.

Width: 43
Height: |48

|21

WL

Ar| Ak

Y |79

Grid:
Using the grid (or raster), the objects can be placed more accurately on the User Screen. For

toggling the grid, use the ~"| putton. The distance between grid points is 4 pixels. They are
invisible but if the grid is switched on, then the objects will match the grid positions.

New objects: (see below for details)

- Static objects:
- Static rectangle (Rectangle),
- Static picture (Image),
- Static text (Label),
- Dynamic objects:
- Dynamic picture (Dynamic Image),
- Dynamic text (Dynamic Label),
- Measured values (Analogue),
- Switch for mode selection (SysCitrl)
- Switch for screen selection (Screen Ctrl)

Placing a new object:

Click on the symbol (icon) of the selected object type on the toolbar, then click on the graphic
area. The contour of the object will appear in the editor area. The new object can be moved as
required.

The Object List:

The left side window is the Object List, showing the objects located on the graphic area. The
sequence of the objects is of great importance. If an object is located at the top of the list, then
the subsequent objects will overlap and cover the preceding ones. The position of the objects
on the list can be modified by clicking and dragging the object while keeping the left mouse
button depressed. The object names can be also overwritten by clicking on the name, then using
the object properties window or by double-clicking the name.

The objects:

Static Objects Diynamic Objects

| Tex @TEXHE-H

Figure 4-15 The Objects toolbox
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Static rectangle: (Rectangle) -

Using this icon, a rectangle can be placed on the screen, the size and color of which can be
modified as required. The ,Name” field contains the identifier, which is shown on the Object List,
too. In addition to the size and the color, the position can be defined as well. When the “Fill”
option is ticked, the area of the rectangle will be filled with the selected color.

Mame: |Rectanglel

X: (150 | width: |50 =
¥: |33 | Height: |50 =
Color
[ il

Figure 4-16 The properties of the Rectangle

Static image: (Image) u

The first step is to place a symbolic square on the screen, the properties of which can be defined
additionally. A name and the starting position can be given, then if the ,Assign picture” button is
pressed, the required picture can be selected from the available database.

Mame: [SImage?

%158 & width: 43 =
¥i |38 =| Height: 45 =
File: |E=utt-:|n2_0ff.l:-mp E

Figure 4-17 The properties of the Image

. T
Static text: (Label) =t

The name of the label, its size and position can be defined here. The ,Text:” field contains the
text to be displayed, then the ,Font:” dropdown menu can be used to define the character size.
The color of the text is selected using ,Font Color”, the background can be colored using the
.Back Color” button. To show the background color, ,Fill” must be ticked.

Mame: |SLabell

X: (151 & width: 35 =
¥: |37 = | Height: |13 -
Text: |Text1 |
Font: |small (Fx13) '
Font colan _
[] Fill

Figure 4-18 The properties of the static text
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Dynamic picture: (Dynamic Image) @

The difference between dynamic and static pictures is that several states can be assigned to a
dynamic picture based on external information. This external information can be selected in the
~oource” dialog box. The pictures assigned to different states can be selected from the ,Files”
list. The serial number of the selected file (usually bit-map) means the value of the variable the
file is assigned too. A control command can be assigned to these dynamic images in the
,Command” dialog box. Select the required control object from the available object type ,Control

Channels (43)”, then assign the On and Off commands. If confirmation is required, then check
the “Confirm Before Execute” box, too.

Mame: (CB
|21 = width: 48 =
¥ |137 =| Height: 45 =

Files:
1-Off: CB_Off.bmp
2-0n: CB_On.bmp
3-Bad: CB_11.bmp

r
L

Source

[cB1Pl_stval_Ist_ (status) |EH

Command

|CB 1Pal_Oper_Con_ (Operation) | _, ] @

I [On w
0 |Off e

Confirm Before Execute

Figure 4-19 The properties of the Dynamic image
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Dynamic: (Dynamic text) et !

The treatment of dynamic text is similar to that of dynamic pictures: several states can be
assigned and displayed based on external information. Text can be typed in by clicking on the
“T” letter, then its size and color can be selected. The command assignment is also similar: in
the ,Command” dialog box, a ,Control Channel (43)” can be assigned.

Mame: |Status
X: (152 [=]| width: 28 =
Yo |47 | Height: 13 =
Texts: |0-False: SynChk OK T

Font: |small (Fx13) '

C]Fill

Source

|EIn_GIZI 7 (SynChk block)

Command
| €
I | MotUsed w
0 |MotUsed w

Confirm Before Execute

Figure 4-20 The properties of the Dynamic text

inoufs
Measured value: (Measurand) Q
To display measured values, the following information must be assigned: name, location and
size. ,Prefix” means the short text to be displayed as static text before the displayed value,
“Suffix” means the short text added to the displayed value. The number of the displayed digits
can also be defined under ,Spacing”. The source of the measured value is selected using the
“Source” dropdown list.
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Mame: |Measurandl

[aj]

Width:
Height: |13

X | 140
¥: | 180

A Ak

Ak Ak

Prefix: |IL1=

Suffi: A

Spadng: |3 =

-

Font: | small (Fx13) e

| Fontcolor [l Backcolor |
[ ]Fil

Source

[MXU_I1_OLM_ (Current L1) |EH

Figure 4-21 The properties of displaying a measured value

Toggle mode of operation: (SysCtrl) -

This button on the user screen is used to set the local/remote operational mode for one channel
in the common function block. There are four channels available in the common FB and after
selecting the desired one the user has to set the operating mode.

The list of available operating modes (values):
- Disable all
This option disables all operations.
- Local only
This option enables local operation only.
- Remote only
This option enables remote operation only.
- Both enable
This option enables both local and remote operation.
- Invert Remote
This option is for toggling remote operation.
- — Local - Remote —
This option is for switching between operating modes.
- — None — Remote —Local — Both —
This option sets disabled, remote, local and full enabled operating modes in turn.

The above values describe the selected control channel output value in the common FB after
touching the SysCtrl button. Additionally, it is also possible to set confirmation for command
generation.

Apart from the “usual” information (name, position, file of the image), some additional information
can also be defined: there are three options available for “Button Width”: 40, 70 or 85 pixels. The
button width determines the required size of the image as well: for a width of 40 pixels, it is 40*40,
for 70 it is 40*70, and for 85 it is 40*85. No other sizes can be applied.
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Mame: |SysCtrll

Width: |70
Height: 40

X |170

AM |4k
Ak Ak

¥: | 280

File: |LR.I:um|:| @

Button Width: | 70 e

Confirm: |5ysCtrI 1 |

Channel: |Local/Remote Switch 1 w

Value: |-= Local -> Remote - w
Figure 4-22 The properties of a dialog for confirmation

Screen control: (ScreenCitrl)

Caution! This function is supported from CDSP firmware version 1530 and higher only.
Loading the configuration to a device with an older CDSP version will result in LCD
malfunction!

This button on the user screen is used to jump to another user screen.

There are two options for the symbol to be used on the screen:

- Select a picture from a file

- Use text (by selecting this option a standard symbol will be shown in the background of the
text)

Apart from the “usual” information (name, position, file of the image), some additional information
can also be defined: there are three options available for “Button Width”: 40, 70 or 85 pixels. The
button width determines the required size of the image as well: for a width of 40 pixels, it is 40*40,
for 70 it is 40*70, and for 85 it is 40*85. No other sizes can be applied, and if the size is wrong,
the database cannot be closed. The button with setting will be applied for image selected from
a file but also for text option.

Mame: |ScreenCtrll

X |137 Width: |40

AM| Ak

AM Hk

i |94

O File:| @

Button Width: |40 -

Height: 40

@ Text: [EL1 |

Font: |small (Fx13) w

JumpTeo: |EL1 ~ @

Figure 4-23 The properties of a dialog for confirmation
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Status bar:
The Status bar contains three important bits of information: date and time of the last saving, the
version identifier of the software and the version identifier of the database.

Last saved: 2/1/2017 2:42:06 Editor version: 1.1.121.8 Data version: 1.1

The object properties window:

This is a separate window located on the right side of the computer’s screen, displaying the
properties of the selected object. If this window is not needed, it can be closed using the “X”
button. To re-open this window, simply double-click on the object needed.

Right-clicking on an object:
When right-clicking on an object, the following menu is displayed:

Move up Page up
Move down Page down
Send to back Ctrl+Page up
Bring to front Ctrl+Page down
Cut CtrieX
Copy Ctri+C
Delete Delete
Edit picture ...

Figure 4-24 The menu of an object

- Move up:
This menu item moves the selected object one position up on the object list. This means
that all objects located lower on the object list will be on top of the selected object.
- Move down:
This menu item moves the selected object one position down on the object list. This
means that the selected object will be on top of all objects located higher on the object
list.
- Send to back:
The selected object will be sent to the background and covered by all other objects.
- Bring to front:
The selected object will be sent to the foreground covering all other objects on the list.
- Cut:
This menu item cuts the selected object and places it on the clipboard.
- Copy:
This menu item copies the selected object to the clipboard.
- Paste:
This menu item inserts the object previously placed on the clipboard to a new location,
which is 10 pixels down and 10 pixels to the right from its original position. This inserted
new object can be moved freely to any other position.
- Delete:
This menu item deletes the selected object.
- Edit picture:
This menu item serves to edit the active picture element. Editing will be performed by
the Windows-default graphic editor. All required changes can be made here.
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The LCD Picture Database:

Picture Database

The LCD Picture Database contains all pictures applicable on User Screens.
The unused pictures may be deleted, new pictures can be added for future application. The
content of the database is displayed if a static or dynamic picture or a SysCtrl switch needs
picture assignment.

% Module and picture database editor - O x

LCD Pictures

o R =«

Button_40 ~ Button_40.bmp
Button2_Off

Button2_On Property Value

Button3_Off - S
Button3_On PicRecID LCDaS

CB_00 Picture title Button_40.bmp
CB_00_snarrow Comment

CB_11
CB_11_snarrow
CB_Off
CB_Off_snarrow

CB_On
CB_On_snarrow ' |
DC_00

DC_00_snarrow
DC_00_snarrow_up
DC_00_up

DC_11
DC_11_snarrow
DC_11_snarrow_up
DC_11_up
DC_Gnd_00
DC_Gnd_00_snarrow
DC_Gnd_11
DC_Gnd_11_snarrow w

Import Picture Database Export Ficture Database

X cos

Save Editor version: 1.1.46.6 Database version: 76.1

Figure 4-25 The database editor

Importing a new picture to the database:

The A button is for importing a picture to the database. After pressing this button, a file
selection dialog serves the purpose of locating the required picture.

Replacing a picture in the database:

R

A picture can be changed by pressing the button and replacing it with another one.

Editing a picture:

To edit a picture, simply right-click on the selected picture and activate the ,Edit Image” menu
o

item or press the icon. The windows-default picture editor will be opened to perform the

required modifications.

Deleting a picture from the database:

A picture can be deleted from the database by selecting the picture and pressing the @

button. For deleting all LCD pictures from the list press X Only pictures not applied on the
user screen may be deleted.
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Inserting a selected picture:

Ok
A selected picture can be inserted by pressing the button.

Discarding changes:

. . C |
If there is no need to save the performed changes, simply press the Lo button. The
LCD Picture Database will be closed and the changes will be lost.

. . . . . Import Picture Databaze
Importing and export the picture database is also possible with the P

Export Picture Database . . o
and buttons. When importing a new database, the existing database

will be overwritten.
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4.2 Composing a new user screen

The procedure of composing a new screen is best explained through an example.

Let’'s compose a screen for the following task:

EXAMPLE: A feeder bay for a 20 kV substation will be composed. The applied scheme is shown
in Figure 4-26.

20 kV

!

Figure 4-26 Required user screen for a feeder bay

Ua COD kV
Ub 000 kV

Uc 000 kV

Ia 00D A
Ib 00O
Ic DOD &

£

The scheme includes:

A voltage transformer; the measured phase voltages will be displayed

A current transformer; the measured phase currents will be displayed
e An active circuit breaker

o The status is received on two bits (ON, OFF)
o Position indication: ON, OFF, INTERMEDIATE, BAD

o Active element to support switching on/off from the screen with command
confirmation

e A pair of active disconnectors
o The status is received on two bits (ON, OFF)
o Position indication: ON, OFF, INTERMEDIATE, BAD

The proposed steps are as follows:

1 The required hardware environment

There must be at least one voltage transformer input module and one current transformer
input module configured in the device. (See HW configuration.)

There must be at least one relay (trip) binary output module in the device. (See HW
configuration.)

There must be at least one binary input module in the device. (See HW configuration.)

2 The required software environment
The software configuration of the device must include

e amodule for generation of measured voltage and current values
a module to process the information related to the circuit breaker
a module to process the information related to the disconnector

The inputs of the software module MXU _L are the calculated Fourier components and true RMS
values of the voltages and currents, and these values are offered for displaying, logging, etc.
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This example is going to display the true RMS values of phase voltages and phase currents.
These are:

MXU_U1_OLM_ (Voltage L1)

MXU_U2_OLM_ (Voltage L2)

MXU_U3_OLM_ (Voltage L3)

MXU_I1_OLM_ (Current L1)
MXU_I2_OLM_ (Current L2)
MXU_I3_OLM_ (Current L3)

The CB1Pol circuit breaker module inputs the status signals received from the circuit breaker,
and calculates the values of the enumerated variable:

CB1Pol_stval_ISt_ Intermediate, Off, On, Bad
The outputs of the CB1Pol circuit breaker module are the switching commands to the circuit
breaker:

CB1Pol_Oper_Con_ Command

The DisConn_LineDC disconnector module input inputs the status signals received from the
disconnector and calculates the values of the enumerated variable:
DisConn_stVal_ISt_ Intermediate, Off, On, Bad

3 Preparation of graphic elements

There is a default set of available pictures to create representations of CB, DC elements,
indicators, buttons, switches, etc. Other elements, such as busbar drawings (see below) must
be created by the user with an external graphic editor program (e.g. Paint). These elements will
be stored in a directory using the indicated file names. The following elements are needed:

The passive background containing the scheme (240 x 320 for small-LCD devices or 320x240
for large LCD devices).

The freely selected file name is Feeder1B_simple_meas.bmp.

FeederlB_simple_meas.bmp

Figure 4-27 The background (Example)
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The active scheme of the circuit breaker can display the closed position, the open position and
symbols for intermediate and bad status.

A N B B

CB_closed.bmp CB_open.bmp  CB_intermediate.omp CB_bad.bmp
Figure 4-28 The pictures of a circuit breaker (Example)

The active scheme of the disconnector can display the upper and lower component in the closed
position, in the open position and symbols for intermediate and bad status for both positions.

A /I\ 010
)

Disc_closed_up.bmp Disc_open_up.bmp  Disc_ intermediate.bmp
b T 111
Disc_closed_dwn.bmp Disc_open_dwn.bmp Disc_bad.bmp

Figure 4-29 The pictures of a disconnector (Example)

4 Working in the graphic LCD editor

Open the graphic LCD editor clicking on the = icon. You will see the window shown in Figure
4-8, then start with “Create User Screen”. A new item will appear on the list: “User1”. Navigate
the cursor to this item; then you have three options for opening the editor window:

e double-clicking on “User1” (only user screens are available for editing)

e clicking the x icon (when the cursor is on “User1”)

¢ right-clicking on “User1” and then selecting “Edit Screen”.

You will get an empty editor window (or the window displays the previously edited screen(
Figure 4-30 The empty LCD editor window (Example)

8 Usert

Static Objects

zoom: [200% | | Bn|[ &y [ || Text

Dynanmic Objects Picture Database

ET&X{1 E-H

Object lst: ¥=6Y=172

]

Figure 4-30 The empty LCD editor window (Example)

In this procedure, the “Static Object” icons and the “Dynamic Objects” icons will be used.
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Static Objects Diynamic Objects

| | Text| || oo 7ot 1| B | o

Figure 4-31 The Objects toolbox

First create the passive background. Click on the static u icon, and then click on the area in
the middle of the screen (the editor window). In the editor window, a square symbol is drawn
with black lines, the LCD Parameters window is filled with the dialog boxes. The
FeederlB_simple_meas.bmp file should be selected but, unfortunately, it is missing from the

File: | E
“Picture Database”. When clicking on the
selection, the screen in Figure 4-32 is displayed.

@
Static Objects Dynamic Objects Picture Database
Zoom: 200% v 6 88 @ || 7t ||| o o] || R B

file

SImagel
Object list:
i (7]
Name: |Slmage1 \
x: wiidth: |50 =
¥ m Height: |50 =
| @
22 Assign picture to [Simage1] [m] b4
~ Button_40.bmp

Button2_Off
Button2_On
Button3_Off
Button3_On
cB_00
CB_00_snarrow
CB_11
CB_11_snarrow
CB_Off
CB_Off_snarrow

CB_On
CB_On_snarrow F
DC_00

DC_00_snarrow
DC_00_snarrow_up

DC_00_up

DC_11

DC_11_snarrow

DC_11_snarrow_up

DC_11up

DC_Gnd_00

DC_Gnd_00_snarrow v

 addpicure | [)3€ Cancel §

—

Figure 4-32 The LCD editor window for picture selection

To import the previously prepared .bmp files, click the “Picture Database” button
Picture Database

=

and select the button for adding (Green +, see Figure 4-33).

In the “Set picture properties” window click on “Load Picture” (see Figure 4-33).
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%4 Module and picture database editor — O >
LCD Pictures

Button_40 ~ Button_40.bmp

Button2_Off

Button2_On Property ’Value

Button3_Off

Button3_On

CE_00 Picture title Button_40.bmp

CB_00_snarrow Comment

CB_11
CB_11_snarrow
CE_Off
CB_Off_snarrow
CB_On
CB_On_snarrow
DC_00
DC_00_snarrow

DC_00_snarrow_up LCD Filename < Load Picture "'>

DC_00_up Comment “ |
Dc_11

DC_11_snarrow
DC_11_snarrow_up
DC_11 up
DC_Gnd_00

DC_Gnd_00_snarrow o oK X cancel
DC_Gnd_11

DC_Gnd_11_snarrow W ‘

# Set picture properties = m} X

Import Picture Database Export Picture Database

Import Database Export Database Text output ¢ Ok x Cancel

Editor version: 1.1.46.6 Database version: 76.1

Figure 4-33 Adding new pictures to the picture database

4 Load picture *
Hely: | | Hatter-01 v| @ @ = @ (240x320)
* Méw - Modositds datuma  Tipus ™
. feederlB_DTVA 2012.06.11.12:25 BMP f:
LiaEroe feeder1B_epp_yellow 20120822.10:14  BMPR
- Feeder1B_simple 2014.01.10. 16:14 BMP f:
Feeder1B_simple_meas 2017.09.12. 15:00 BMP fi
Asztal Feeder2B 2017.08.12, 10:28 BMP f: — 1
- FeederZB_AVnelkul 2017.10.26. 10:51 BMP fz
m Feeder2B_withTr 2018.11.06. 12:14 BMP fz
Kanyvtdrak FVMP_Uo_3tr_1sin 2018.06.14. 10:30 BMP fz
FVMP2_2tr_1sin 2014.09.12. 19:59 BMP fi
! FVMP3_2tr_1sin 2013.05.28. 10:05 EMP fi
Ez a gép FVIMP3_2tr_1sin_balrarendezve 2014.10,15. 17:44 BMP f:
) FVMP3_2tr_2sin 2016.02.25. 16:46 BMP f:
@ Gen_background 20111218, 10:43 BMP fi
Ha:lézat MAV_leagazas . 2012.06.05. 10:44 BMP f: v b
< >
Fajinév: | Feeder1B_simple_meas w | I Megnyitas |
Fajttipus: Supported files {* png, * bmp) e Mégse

Figure 4-34 Selecting a prepared .bmp picture
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Placing the background on the graphic editor window

Now that the database is complete, the background can be placed on the graphic editor
window as shown in Figure 4-35. Select Feeder1B_simple_meas.bmp and click “Add picture”.
Using the “Drag and drop” technique (or typing the X and Y coordinates), find the optimal
location for the background.

) Assign picture to [Simagel] m| >

DisconnGnd_Up_Off ~
DisconnGnd_Up_COn

DM500

S
Feeder2B
Hu_Benitas
Hu_Elesites
Hu_Myugta

lamp

lamp_on
LED_Black

LED _Elack_small
LED_Green

LED _Green_small
LED_Red
LED_Red_small
LED _Yellow
LED_Yellow_small

Feeder1B_simple_meas.bmp

Switch_0
Switch_1
Switch_Off -
Switch_On v

X e
Figure 4-35 Selecting the background

Placing the CB dynamic object

As shown in Figure 4-36, select the “Dynamic object” icon @ , then click on the desired
location of the CB symbol in the graphic editor window. In the “Dlmage1 properties” window,
select “Source”. In the opened “Choose object” window, first select “Integer status”, then the
CB1Pol_stVal_ISt_ integer status variable. This will deliver the status of the CB, to be displayed
with the prepared CB images.
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el

Static Objects Dymfeic Objects Picture Database:
Zoom: | 200% v @ : m | L Tm@1 ﬂ- e =
g

Object list:
Simage1 ;}

Width: 50 =
Yi |77 Height: 50

Files: = ?’
w
DX
Source

| (JED

MName: ‘DImagE 1

X: |51

R

) Choose object — [m] x
Command
Select object type: i A/i/ | P ] 6
Integer status (3004) v
L I Mot Used ~

Mame:

e, 0 Mot used -

Confirm Before Execute

Bivesidctilies TS
Common_LLNOMod_I§t_ (Mode of device)
Common_LPHDHealth)ISt_ {(Health of device)
DIS21_Z1Dir_ISt_ (21 Direction)
DIS21_Z1loop_ISt_ (Z\ FaultLoop)
DIS21_Z2Dir_ISt_ (22 Direction)
DIS21_Z2loop_I5t_(Z2\Faultloop)
DIS21_Z30ir_ISt_ (23 Ditection)
DI521_Z3loop_ISt_ (23 KaultLoop)
DIS21_Z4Dir_ISt_ (Z4 Direction)
DIS21_Z4oop_1St_ (Z4 FhultLoop)
DIS21_Z5Dir_ISt_ (25 Direttion)
DIS21_Z5loop_ISt_ (Z5 FalltLoop)
DisConn_stval_ISt_1 (Statug)
- DisConn_stval_ISt_2 (Status)
FixFive_ISt_ {Fix_5)
FixFour_ISt_ (Fix_4)
FixOne_I5t_ (Fix_1)
FixThree_ISt_ (Fix_3)
FixTwo_ISt_ (Fix_2)
Gozbit4_stvald1_ISt_1 (stvalo
GoZhit4_stValD2_ISt_1 {stVald
CThitd ctiain? Tt 1 fotiizjpa

Conc

v

Figure 4-36 Selecting the source of the CB status indication

Selecting the CB symbols

Once the source of the CB status is selected, the “Dimage1 properties” window requires 4 files
(O-Intermediate, 1-Off, 2-On, 3-Bad). When on any of these rows is double-clicked, the “Assign
Picture to” window is opened. Select the required .bmp file. Figure 4-37 shows the stage where
“Intermediate” and “Off” have already been selected; now the picture for the “On” state is being

selected. Finish all four files one by one using the “Assign Picture to” = putton.
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i) Assign picture to [DImagel]

&8 Dimagel properties *
MName: |DI.rr|age1
. =] . P
x5t & width: 50 &
vi |79 [&| Height: 50 &
Files: U—I.r'ltemediahe:CB_UO;brW/H =

Button_40
Button2_Off
Button2_Cn
Button3_Off
Button3_Cn
CB_00
CE_00_snarrow
CB_11
CB_11_snarrow

DC_00_snarraw
DC_00_snarraw_up
DC_00_up

DC_11
DC_11_snarrow
DC_11_snarrow_up
DC_11 up
DC_Gnd_00
DC_Gnd_00_snarrow

CB_On.bmp

@Mﬂm})Xm|

Figure 4-37 Selecting the pictures

Selection ON and OFF commands

for the CB status indication

In the “DImage properties” window, select “Command”, then in the “Choose Object” window,
first select “Control channels” and the “CB1Pol_Oper_Con_" control variable. See Figure 4-38.
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&) Dimagel properties #
(2]
MName: |DLmage1
X (52 (& width: 48 &
¥: |79 [&| Height: 43 =
. |0 ediate: .bmy
Fles: o o O b =K
2-0n;: CB_On.bm;
L+
©
Source
‘[JilPol_sﬁfal _ISt_(Status) @
4,Enwnaﬂu
\ @
1 NotUsed vl
o ‘Nntuxd V|

[] confirm Before Execute

Figure 4-38 Selecting command variable for the CB switching

The on and off commands must be assigned to the buttons “0” and “1” on the front panel. This
is done according to Figure 4-39.

Dimagel properties x

EJ

[ca1pol_stval_1st_(status) |ER
Command
|c8 1Poi_oper_con_ (operation) |ER °
1 Jon v
0 [Notused |

]NntUsed I
On

Figure 4-39 Assigning the “0” and “1” buttons to CB switching

Here the “On” command has been assigned to button “1” and the “Off’ command is being
assigned to button “0” using the dropdown menu.
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Procedure for the “Disconnector” dynamic object

This procedure is similar to the one used for the CB but no remote command is possible; the
operation is performed manually. Please repeat the referred procedure without command
assignment.

Inserting measurements on the screen

finnuf
Figure 4-40 shows the procedure. First select the measurement “===" dynamic object. Click
on the required location on the editor screen. The “Analogue properties” window requires the
static text (Prefix), Font color, Back color. Select them as needed. Clicking on the “Source”
line opens the “Choose object” window. Select “Online measurands” from the dropdown menu,
then select the source (here MXU_IL3_OLM). This figure shows that IL1 and IL2 have already
been selected. Now IL3 is being selected, which automatically determines the Suffix in Amps
as well. Voltage measurement can be inserted similarly.

s
.
MName: |Analog2
% (127 A width: 56 =
¥i 180 51| Height: 13 S
1 1 Suffix: A
%
Font: |small (Fx13) w
Cril
IL1: 0003 Source
EF LZz: 000 E'D |qu_13_0LM_ (Current L3) O
IL2: 0003
O O
2 Choose object = O X
Select object type:
Online measurands (305) O
MNarne:
MXU_f_OLM_ (Frequency) A
MXU_Fi_OLM_ {Power factor)
MXU_I1 OLM_ (CurrentL1)
B e i 1= =
(@MU I3 OLM  (Current L3 L
D SR e —
MXU_Q_OLM_ (Reactive Piywer - )

. MXU_S_OLM_ (Apparent Power - 5)

MXU_U1_OLM_ (Voltage L1)
MXU_U12_OLM_ (Voltage L1
MXU_UZ_OLM_ (Voltage L2)
MXU U23 OLM {Voltage L23)

( | oK | ) Cancel

Figure 4-40 Inserting measurements on the screen

Finally, save the new screen and generate the LCD for the configuration.
(Based on this guide, the application of other elements should not cause any problem.)

For the detailed description of the LCD screen editor, see the Chapter 4.1 “User’s manual for
the LCD editor” above.
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5 The Offline Parameter Set Editor

The EuroCAP configuration software provides a special tool for processing the parameter sets
of the EuroProt+ devices. The following operations are possible:

Reading the parameter values from a .par file *

Modifying the parameter values off-line

Saving the parameters to a .par file *

Exporting and importing the parameter files to and from Excel files

Preparing “RIO” files for testing some of the protection functions implemented in the
EuroProt+ configurations

e Printing the parameter settings

The EuroCAP configuration tool cannot perform the following operations:

e Uploading directly the operating parameters from an EuroProt+ device

e Downloading directly the operating parameters to an EuroProt+ device
These tasks are supported by the webpage of the devices accessible via the recommended
internet browsers.

In general, there are two scenarios, when the user has to work on parameter settings off-line
and then load them into the device. The recommended procedures are the following:

e Creating parameter settings for a new application (open the off-line parameter set editor,
the standard parameter set will be loaded, type in the desired parameter values, save
them as a .par file*, the created .par file* can be loaded into the device with the web
browser)

e Modifying parameters of an existing device (save parameters from the device with the
web browser as a .par file*, open the off-line parameter set editor, the standard
parameter set will be loaded, load the .par file* saved from the device, modify
parameters as required and save the changes, the modified .par file* can be loaded into
the device with the web browser)

After creating or modifying parameters in the off-line editor it is also possible to save the changes.
As previously mentioned, by opening the Off-line Parameter Set Editor always the standard
parameter set will be loaded. With the button “Set as Default Parameters” any change on the
parameters can be saved as a new default for the actual configuration.

5.1 Starting the off-line parameter set editor

The off-line parameter set editor is started by clicking the icon on the toolbar of the
EuroCAP configuration tool. The alternative method of opening is to select Project / Off-line
parameter set editor from the menu.

When the off-line parameter set editor is started, the long window shown in Figure 5-1 is
displayed. This window can be scrolled and contains all parameters of all implemented functions.
The parameters are grouped in boxes (e.g. “Common’”, in this case, the Ext LR source, the CT4

module, etc., see Figure 5-1.) The parameters at startup are the factory default parameters.
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%4 Offline Parameter Set Editor [EPC Default]

& & |@8e| @ RIO File < Set as Default Parameters
User defined objects
2000 % msec 20000 / 10
2000 % msec 20000 / 10
Common
Ext LR Source n
VT4 module
Range Type 100 -
Connection U4 ph-ph "~
Direction U1-3 Normal v
Direction U4 Normal v
VT correction 100 7 % (100-115/1)
Rated Primary U1-3 100.00 | kv ( 1.00 - 1
Rated Primary U4 100.00 +‘ kv (1.00
CT4 module
Rated Secondary I1-3 1A ~—
Rated Secondary 14 1A V
Starpoint I1-3 Line w
Direction 14 Normal v
Rated Primary 11-3 1000 fl_ A 00 - 400t
Rated Primary 14 1000 A 100 - 400
DeadLine Detection
Operation Off "
Min Operate Voltage |50 %‘ % (10-100 /1)

Figure 5-1 The Offline Parameter Set Editor window

The available icons are:

o 124 for reading the parameter values from a file (.par file)

. @ for saving the parameter values to a file (.par file)
3 HE E | for exporting the parameter file to an Excel file
. HEI for importing the parameter file to an Excel file

=

. for printing the parameter values
RIO File P
. for generating input parameters for a relay test set
. & for translation; when pressing this button, a new window shows the

available languages:
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Translated properties

& en (English)
@de (Deutsch (German))

—

Figure 5-2 The window for language selection (Example)

Note: the default language of the Offline Parameter Set Editor is the selected language of
EuroCAP, see Paragraph 2.4.1.

setesDefadtParameters | got actual parameter set as a new default. By re-opening the

parameter set editor, the saved parameters will be loaded as default.

5.2 Editing the parameter values

After reading the parameters from a file (or having the default values), the parameter settings
can be modified and the modified values can be saved to .par file.

Figure 5-3 shows the usual setting methods:
e Checkbox
e Dropdown menu
e Numerical value
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%4 Offline Parameter Set Editor [EPC Default]

% 9 e @ RIO File & Set as Default Parameters
User defined objects
2000 1" msec = (200-20000
2000 1" msec = (200-20000
Common
ExtiR source O <:| Checkbox
VT4 module
Range Type 100 v <:| Dropdown menu
Connection U4 Ph-Ph ~
Direction U1-3 Normal "
Direction U4 Normal v
VT correcton 100 a <:| Numerical value
Rated Primary U1-3 100.00 A '
Rated Primary U4 100.00 g kv (1.00 - 1000.00 /0.0 1]
CT4 module
Rated Secondary 11-3 1A v
Rated Secondary 14 1A v
Starpoint I11-3 Line ~
Direction 14 Normal -
Rated Primary I1-3 1000 % A ( 100 - 4000
Rated Primary 14 1000 | A (100 -4000/ 1
DeadLine Detection
Operation Off ~
Min Operate Voltage |50 T “ Yo

Figure 5-3 Setting methods in the Offline Parameter Set Editor

Figure 5-4 shows an example of selecting an alternative from a drop-down menu (in this case,
Voltage Transformer Supervision). The title of the changed parameter value is indicated by blue
colour to warn the user of unsaved modification (The changes against the default settings are
indicated).

VT Supervision

Operation Zero sequence ~

Start Res Voltage %o (5-50/1)

Zero sequence P e y

Start Res Current Meg. sequence %Yo (10 - 5

Start Neg Voltage Spedil %o 0/1)
¥

Start Meg Current 10 T %

Figure 5-4 Example: dropdown menu

5.3 Exporting and importing the parameter files to and from
Excel files

It is possible in the Offline Parameter Set Editor to export the parameter file to an Excel file, edit
it in the MS Excel software and import the spreadsheet back to the editor. The only criterion for
the use of these functions is an installed Microsoft Excel software on the computer. No other
type of spreadsheet software is acceptable.
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To start the export procedure, simply press the HE E | button. The file name and location must
be selected in the usual file selection dialog window, then the file is saved.

If the user starts an import procedure by the HEI button, he has to choose from the existing
sheets in the Excel file:

4z Choose worksheet — O >

Warksheets:

Sheetl
Sheet2

« | [ome]

Figure 5-5 Selecting worksheet from an MS Excel file

If the Excel file is correct, its settings will be copied into the Offline Parameter Set Editor.

If however there are one or more settings which are out of the setting range, the import process
will not be executed. The displayed error message will be like this:

EuroCAP - E2-Line_F.epc >

ERROR loading file! - Invalid parareter for VT Supervision.5tart Res Voltage in row 29,

OK

Figure 5-6 Error message because of one or more settings are out of range

If the Excel file was exported from a different type of configuration (which has different
functionblocks), the import procedure will be also stopped with this error message:

Error pod

The selected Excel worksheet is not compatible with the configuration!

OK

Figure 5-7 Error message because of missing function blocks in the Excel file
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If the Excel file includes extra function blocks over that are in the configuration, the import
process will be executed. The settings of the extra function blocks will be ignored.

5.4 Application of RIO files for testing

When a function is to be tested, the parameters of the function and the parameters of the testing
device must be set to the same parameter values. The purpose of testing is the verification of
correct operation.

To make the test procedure error-free and easy, RIO files are applied. At present, the Offline
Parameter Set Editor supports the generation of RIO files only for 3 different types of the “5 zone
Distance” protection function (normal, with independent characteristics for ph-n and ph-ph faults
and with independent arc resistance parameter for ph-n and ph-ph faults). Furthermore, two
types of parametrization of the test set regarding the network modelling is available (positive
sequence impedance or loop impedance calculation). To start the procedure of RIO file

RIOFilE | hytton.

generation, simply press the
Figure 5-8 shows the RIO file generation window. Here the RIO Template for the distance
protection function is selected
e phs: positive sequence impedance calculation,
e loop: loop impedance calculation,
e phsEnh: positive sequence impedance calculation with independent characteristics for
ph-n and ph-ph faults,
e phsR: positive sequence impedance calculation with independent arc resistance
parameter for ph-n and ph-ph faults

#a RIO O *

RIO Template:
Generate and Save RIO File

Function Block:

DTVA-phsEnh
DTVA-phsR

Figure 5-8 Example: RIO Template selection

Figure 5-9 shows, on an example, how the “5 zone Distance” protection function is selected for
testing. (At present there are no RIO templates for other functions, only for the different types of
distance protection function.)

i RIO O *
RID Template: DTVA-phs il
Generate and Save RIO File

Function Block: 5 zone HY Distance ~

3 zone HY Distance -

CPU LDC module

Line Differential

Teleprotection

3ph Inst Overcurrent

Res Inst Overcurrent

3ph Dir Owercurrent Low

Res Dir Owvercurr Low b

Figure 5-9 Example: RIO Template selection
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When the “Generate and Save RIO file” is pressed, first the file name and location must be
selected in the usual file selection dialog window, then the file is saved and the RIO window also
shows the generated file. The file can be checked with a text editor but the machine coded
content may be difficult for the user to understand. The test set will set the test parameters
according to this information.

Please note that the generated RIO files can be used by test sets capable of UTF-16 character
encoding only.

In order to further support protection device testing, Protecta offers an option with the use of
XRIO files as well. These files are available for multiple function blocks and can be downloaded
from the website under Downloads/Europrot+/Software.
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6 The Rack designer

The “Rack designer” is an embedded software needed for assembling the hardware modules of
a EuroProt+ device.

A device consists of:

a rack, the size of which is factory selected (84HP = full size, 42HP = half size)
a front panel, the size of which is matched to the rack

a bus panel, the size of which is matched to the rack

several hardware modules.

The Rack designer can be opened by the ﬂ]j -icon from the icon bar or from the menu: Project
/ Rack designer...

6.1 Designing the rack

Protecta provides factory configurations, the module arrangement of which can be changed or
extended by the user. For an example, see Figure 6-1.

%4 Rack Designer 2003-2017 By PROTECTA Electronics Ltd. O X
| Preview o Print all - v v __'_j v ;ﬁ Szja‘:llsldav RJ45(HMI +/3502)
A B C D E F G H 1 Al K L M N o] P R S T u v -
R 2 3 ] 3 = 3
+ S + 8 * T [=
= hd =] + I o b4
8 = s 5 B & 5
= =] S = = 2
@ @ @ @ @ w
= = = = = 2
= = = = * =
~n [ —_ - @ w
w o o X W
A
v
LED Title oK X cancel
Editor Version: 1.1.73.7 DBType: EP+ HwDBLang: EN  Power consumption: 14/30 W Solid DDB.V 76.1

Figure 6-1 A factory configuration in the rack designer

The rack size, the type of front and BUS panel are factory selected, so these options cannot be
modified by the user in Master View.

Figure 6-1, as an example, shows a “full-size” version, containing (from right to left in rear view):
e CPU module in position V

CT input module in position T

VT input module in position R

Trip relay module in position O

Signalling relay module in positions L

Binary (optocoupler) input module in position G

Power supply module in positions A-B

The other slots are empty
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The CPU module is always in the rightmost position in rear view (I in a half-size rack, V in a full-
size rack and F in S24 devices); the power supply unit is located on the left side (positions A
(and B)).

The technical details of hardware modules are described in the Hardware description; this
document discusses only the selection method.

When clicking on a module or on an empty position (e.g., position C in the example), a small
L

b 4
symbolic menu shows the possible actions:
]
Here the icon “~ opens the module selection window, offering the main selection menu of the
module type depending on the type of the module on which the user has clicked. By clicking on
empty slots, binary input and binary output (signalling) modules can be selected for addition. By
clicking on existing modules, only from the same type can be selected for modification. Power
supply, current transformer, voltage transformer and trip modules can be modified in Master

View. Note, that if the type of the CT or the VT is changed, some parameter ranges might have
to be changed, as well! In these cases, please contact Protecta support!

Figure 6-2 shows, as an example, the selection of the binary output modules. Although the trip
module types are also appeared in this window if an empty slot or a binary input/output module
is chosen, trip modules cannot be added in Master View, only the type of an existing trip module
can be changed.

Select module

Binary Input
Binary Qutput

[Tty ¢
[ Bt ooty [6]
[lisizguizguaageaad ol

iRiFzadRzaateeeii ol

R1Z2+/

&+
o
=]
=]
=]

R1Z2+/

&+
.

ooo R12+/

&+
s

400 R1G6+/

+
o

ooo

[=#]

]

L

[T HTHE T [+
[T [+

Fal
I
o

o R&+/00 R&8+/80 TRIP+/2101 TRIP+/2201

]

BT

Module Search: I:I
X cance

Figure 6-2 Module selection window showing the choice of the binary output modules

The user in Master View can remove binary input and output modules by the icon R . If other
module type is selected, a warning message will inform the user, that deleting that module is not
allowed for master users. If an empty slot is chosen, this icon is grey showing that this function
is not active.
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If you would like to add, change or remove a module which is not allowed in Master View, please
contact Protecta support!

Ll Preview

Selecting on the toolbar shows the arrangement familiar to the user, according
to Figure 6-3. The connectors and the symbolic functions of the modules are also shown.
Advanced Rack Preview >
PS5+ o2+ R+ TRIP+ WT+ CT+ CPU+
1301 1101 oo 2101 2211 2151 1251
T a MRS
2 2] ©
3 3
o la— ] 3 (R
B Baen N Bl
71 E 41 RJ-45
5 tine e 5hy
4 FALLT 5 — Ex b D
a—# 9
5 REL&Y o] EE ; : .
b
faa i e
@ Ben T
= Dgea o
15— 15
|
CIfES

Figure 6-3 The rack preview

When the number of binary inputs or outputs of the device has been changed (because of
changing, addition or removing one or more input or output module), attempting to leave the

Rack designer by pressing the “OK” button (Figure 6-1), an information message is displayed.

Information *

'0' I/0 signal allocation checked (8 objects created, 0 removed).

Figure 6-4 Message after adding an R8 module

The Rack designer allows modification of the LED titles for the printed front panel of the device.

. LED Titl : . .
For this procedure press "= | The LED title window supports edition:
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LED Title 4
|E 2-line_F |
|General Trip | |OC Trip |
|z 1 Trip | |Res OC Trip |
|22Tri|:| | |1-'-:||tage Trip |
|23 Trip | |Frequ Trip |
|247Trip |l |
|25 Trip | |.ﬁ.ub:|RE|:||:|se |
|Dis Start | |LDiff Trip |
|.-5.R Blocked | |LD CommFail |
Count: English e

Print Save Image

Figure 6-5 The LED text editor (Example)

You can modify the LED titles to be printed. However, these modified titles will appear only on
the printed sheet and not on the mirror of the front panel on the webpage of the device! There
the titles will be displayed, which are defined in the menu Hardware Configuration / LED
assignment.

It is possible to set in this window the count of the LED-title pages on the A4-size sheet. The
count can be between 1 and 8. The size of one LED-title page does not depend on this count, it
is always the same, which fits to the pocket on the front panel.

Also, the language of the titles to be printed can be selected by the dropdown menu, if there are
more translations in the configuration file.

Before printing the print preview is shown, like below:
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Ho Preview - O X
"~
E2-Line F E2-Line F E2-
! General Trip OC Trip | @ General Trip OC Trip | | General Trip
E Z1 Trip Res OC Trip . . Z1 Trip Res OC Trip : » Z1 Trip
| Z2 Trip Voltage Trip | | Z2 Trip Voltage Trip | | Z2 Trip
E Z3 Trip Frequ Trip : : Z3 Trip Frequ Trip : : Z3 Trip
| Z4 Trip : Z4 Trip Z4 Trip
| Z5 Trip AutoReclose | | Z5 Trip AutoReclose | | Z5 Trip
! Dis Start LDiff Trip | | Dis Start LDiff Trip | | Dis Start
! AR Blocked LD CommFail : | AR Blocked LD CommFail | : AR Blocked
E2-Line F E2-Line F E2-
| General Trip OC Trip | | General Trip OC Trip | | General Trip
E Z1 Trip Res OC Trip | | Z1 Trip Res OC Trip : \ Z1 Trip hs
£ >
El Zoom out @‘l Zoomin | | 100% ~ Cancel

Figure 6-6 The LED-title pages print preview (Example)

i : Save I
The LED-title page can be also saved as image by the avE fmage

window. The format of the image can be .png or .bmp.

6.2 Displaying the details of the I/O signals

The details of the 1/0O signals can be checked in the left-side configuration menu by selecting

“Connector allocation”. For more details, see chapter 1.7.1.

button in the LED title
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7 The graphical logic editor
7.1 Application

The graphical editor is a powerful tool available for the user to compose logic equations based
on the binary signals of a factory configuration.

The inputs of the logic equations can be:

Filtered binary inputs
Graphed input statuses
Logic parameter variables
Matrix columns

The outputs of the logic equations can be:

e Contacts
e Graphed output statuses

The applicable logic operators are:

e AND
¢ OR
e NOT

The functional objects are:
e Function blocks

e Timers
e Macros

7.1.1 Starting the graphical logic editor

There are two methods for starting the graphical logic editor:

e clicking the “Graphical Logic Editor” icon £ on the toolbar, or
e selecting the “Project” menu item on the header, then clicking “Logic Editor”. (See
Figure 7-1)
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% EuroCAP - E2-Line_F.epe
File Edit Project View Language Help

1 @ B M IEC 61850 Compatibility PR B A | E 2 @ E
w .E2ine| 'L_'—-' Upload Configuration [
‘Har| [ Check Configuration.. t+ Device Configuration
v - Soff
; & Build Files » - = :
; == |G:'\Ducumentahon‘Products‘EP_PleRSoﬁware‘nInbernal‘E.JroCAPleras_w.O_keoek‘EZ-Lm_F,epc
. E‘j Download Files...
hents: |C:Users'b°w{ic‘Docunenls'\EuoCAP‘L =
| Communication Configurator L ation
~| [ Logic Editor
) Em o EuroProt
ack Designer...
E2-Line_F 2 et =
| B LCD Parameters... D
) version 2.1
. @ QOffline Parameter Set Editor... level: E :
i - Matrix X o = =
- Subscribed GODSE assignment Firmueare: wersion: 2 | - - B
- System The minimum requirement related to the firmware releases:
RDSP refease: 2020 H:
CDSP release: 1510 H:

Figure 7-1 Opening the graphical logic editor

7.1.2 Activeicons at starting the graphical logic editor

After starting the graphical logic editor, the window opens showing a drop-down menu and the

icons on the toolbar.

The editor is divided into “sheets”, each of them contains one or more graphic equations. The
names of the sheets are free to define. At the first opening, “Sheet 1” and “MACRO EDITOR”

are available.

The drop-down menu provides a tool for selection among the sheets; Figure 7-2 shows an

opened drop-down menu, using names given in the factory configuration.

%2 Logic Editor - EuroCAP - E2-Line_F.epc

MACRO_EDITOR

O ¥ & Bo e # [R] 1 ouf Fa |ano | or [ NoT| Tim | Tear

v~ EA||TA |ﬁ‘b ConnOut | Cannln || Mac -

- == Comment

Lol —————locale-=- -+ - ¢ - s e e

AckBution
SysWarning "

Figure 7-2 The toolbar of the graphical logic editor

The icons on the toolbar are as follows (the details of their use are described in this chapter
below):

The icons related to the sheet:

|

. “New sheet” icon for adding an empty sheet to the list. A name is given
automatically but it can be modified easily in the “Sheet properties” dialog.
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i This icon can change the sequence of the sheets

= This icon is for printing the graphic equation. It opens a dialog that controls printing
the way familiar from any Windows-based software.

P This icon can export and save the sheet
This icon can export and save all sheet

Im .. .
P! This icon can import a saved sheet

This icon can import a set of sheets

v
%| The properties of the sheet (colors, size, parameters for printing, etc) can be set
using this icon.

The sheet can be viewed with or without grids; this icon serves for toggling.

Id When connecting the elements and this mode is active, only horizontal and vertical
lines can be drawn.

When connecting the elements and this mode is active, any straight line can be
drawn.

4 Icon starting the search function. The name of the last selected item is offered when
launching the search window

The icons symbolizing the sheet elements:

Using this “Selection tool,” elements on the sheet can be grouped and moved as a
single unit.

I 1OUt \ith these icons, the inputs and outputs of the graphic equation can be selected

from drop-down lists.

ke The function blocks configured in the device can be placed on the sheet and the

related binary inputs and outputs can be included in graphical equations.

AND §j OR gnNOT Selection of simple AND, OR, NOT “gates” for processing the binary

signals.

Tim [ TPar | Selection of timers and related timer parameters for processing the binary

signals.

ConnOut - ConnIn . .
These icons are used to transfer signals from one sheet to another

(also within a sheet).

Mac These icons serve the purpose of processing “macros” (pre-defined parts

of logic equations) to simplify the most common operations.

Macro compilation if the MACRO_EDITOR sheet is active.

! Icon for creating a node (a location for breaking the line) on a connecting line at the
cursor location

a Icon for creating a junction on a connecting line at the cursor location

comment | icon for inserting a text comment
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The active buttons of the toolbar:

Generate . . . .
. Using this button, the graphic equation can be checked for errors and
compiled for executable format.
Cancel . . . L .
. Using this button, un-compiled modifications can be rejected.

Stack/Limit monitoring:

Stack/Limit:
654/1200
. This icon shows the limit and the current number of the stack operation.

Displaying current number of stack operation does not change during editing, only at the
next opening of the Logic editor. If the stack is close within 10% of the limit or exceeds
the limit, a warning message appears. This way the user logic can be generated and
saved, but the download process is disabled. The same operation applies, if a generated
equation is too long. A warning message appears for every long equation to help
correcting.

The detailed description below explains the application of these icons for editing logic equations
in a graphical format.

7.2 Drawing new graphical logic
The operation of the graphical logic editor is best explained through an example.

Let's compose a logic for the following task:

EXAMPLE: The under-frequency protection function must be blocked by dead-line detection or
by any of two dedicated binary inputs.

The start signal of the under-frequency protection function must be delayed by a timer
parameter, and then a pulse of a given duration must be directed to a free binary output of the
device.

The proposed steps are as follows:

1 Open a new sheet and name it “Uf_pulse”.
w
Using the k! icon and the | % icon, fill in the dialog boxes as shown in Figure 7-3. The
contents of the boxes are defined by the user at his discretion.

e The left-side box of Figure 7-3 shows the definition of the sheet name, size and

color on the “Sheet” tab;

e The box in the middle shows the definition of printing details;

e The right-side box shows the definition of the identifiers of the printed page.
(These definitions are not compulsory but advised.)
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% Sheet properties % Sheet properties X % Sheet properties
Sheet  General print  Active sheet print Sheet  General print  Active sheet print Sheet General print Active sheet print
These properties are anplied to the actual sheet, These print properties are applied to all sheets. These print properties are valid to the active sheet only.
Sheet name: Print with rulers Use default properties Edit defaults...
U _puise] Print without background Description:
Print erientation ‘UndEFﬁEUUEHEV DL”SE generation
Vidth Height @ Portrait (Olandscape
1024 Backaround color: ||| - ) Project Name: Prepared:
Logo on print: [example [z
Visible only in designer view or above =
PROTECTA | [ Revision: Appraved:
HUNGARY
Sheet lock settings oo | [Mat ved |
User:
Password:
[[]5how password
O Locked ® Unlocked
Locked at:
= o e

Figure 7-3 Example for defining the graphic sheet

2 Place the graphic elements on the sheet:

e The required function blocks are DLD (dead-line detection) and TUF81_3. Click

the icon ke (Function blocks), then click on the empty sheet. A selection window
is opened (showing the selection of the function block TUF81_3 according to
Figure 7-4). Clicking “OK” and the block is placed on the sheet. Repeat the
procedure with the function block DLD as well.

NOTE: if the desired function block cannot be found on the list, then either the
configuration excludes this block (it cannot be applied) or the block is already used on

ConnOut Connln

some other sheets. In the second case, use the icons to transfer the

required signal for further processing.

:# Choose function block — Oa *

MName:

DLD (DeadLine Detection)
TOC46 (Meg Seq Overcurrent)
INR.2 (Inrush Detection)
TOV4T (Neg.Seq OverVoltage)
DOP32 (OverPower)

DUP32 (UnderPower)

CBWear (CB Wear)

DisConn_1 {Disconnector 1)
DisConn_2 {Disconnector2)
GEIO16 (GEI016)

Golbits_1 (GooseRec 8x 1bit)
Gozbit4_1 (GooseRec 4x2hit)
God_Pub (Goose Publisher 8x 1bit)
TUF81_3 {Under Frequency)

Cancel

Figure 7-4 Example for FB selection

e The example needs OR connection of three signals (two binary inputs and the

DLD function output). This can be achieved using two OR gates, or simply using a
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pre-defined macro clicking the icon Mac , then selecting from the list of factory-

defined macros according to Figure 7-5.

NOTE: See paragraph 7.4 below for details on macros.

Macro management X ‘

Defined macros:

o o]
DQ

DropDly N

FEdge Mégse

IMP

NAND

NOR

NVDQ

NVRS

OR 2 Torlés
o3 |

PickDly

REdge Export

RS
StateSuperv
Transmit
XNOR

XOR Update

Import

Figure 7-5 Example for macro selection

e The example needs two timers: one for the delay and one for pulse duration. This
can be realized with two general purpose timers; however, it is more convenient to
select the predefined macros “PickDly” for pick-up delay and “IMP” for pulse
duration. (The selection method is similar to “OR_3” selection, see above.)

e The two timers need timer parameters. These are defined using the icon El

(timer parameter). The window of Figure 7-6 must be filled in. This figure shows
the selection of the “Variable” timer parameter. In this case, the delay is defined in
a normal parameter setting session. (The “ShowOrder” information indicates the
location of this parameter on the parameter list; all other information is self-
explanatory.) The parameters to be defined are: “TUF_PickDelay_TPar” and
“TUF_Imp_TPar”.

e Using multiple function blocks or logical gates of the same type can be simplified
with copy+paste commands. The recommended procedure is to use the FB or
logical gate local menu (copy) by right clicking on the element. Then point the
cursor on the desired location and use the right click again (paste). Keyboard
command Ctrl+V is not supported.
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Tirner parameter >

Type
() Constant (®) Variable Factory parameter

Marme:

Title:

Default value [0 - 2000000]

| | ms

Minimurm Value [0 - 2000000]

| | ms

Maximum value [1 - 2000000]

| | ms

Step [1 - 1000]

| | ms

ShowOrder [1 - 200000]

carel

Figure 7-6 Example for timer parameter selection

e The equation needs two binary inputs and one binary output. Select them using the

In 10Ut icon. The selected inputs are “Bln_G04” and “Bin_G06” found on the

dropdown list, the selected output is “Bout_L08” (See Figure 7-7). It is also possible to
put down more inputs or connector inputs at the same time with the use of Shift or Ctrl
keys in the input selection and in the connector input selection windows.

e The output of this sheet can be transferred to other sheets by creating a dedicated

output “TUF_Start” with the | “®™OUt] jcon ‘Create user status’ and ‘Non-volatile’
attributes can also be selected for the connector outputs during the creation process in
the dialog box. The output signal can be used on other sheets by clicking on the

Connln| 1 tton and clicking on the desired place on the sheet. A list with all available
ConnOut signals will pop up and the user can select “TUF_Start”. Once the Connin is
created, its source can be easily tracked down with a right mouse click and selecting
“Find source”.

The result of these steps is shown in Figure 7-7. Here the icon i is depressed: the grid is
visible on the sheet. The location of the elements can be altered using the drag-and-drop
technique.
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Hy Logic Editor - EuroCAP - E2-Line_F.epc

Sheets: B % & Be mo ¢ In| Out FB| AND OR  NOT| Tm | Tpar Stack/Limit:

UF_pulse > W BA | TA ConnOut | Connln | Mac | 4 Comment Cancel R

Sl TUF S@m>- - -

SHL2|
St
Deadline|
LineOK
54 .

BLD Lo L [Toemis L L Ll

Blk Sl — - - - —fInl Ouwl— - - - —[Bk GenStf— - - In Outl— - - - —Jin Out— - - - - - BOu 0B - - -
Stz in2 GenTr| Param Faram Bid

Sty P In P L A BEo. .. P

Bln_GM4
Bln_GD§
TUF_PickDelzy_TPar

TUF_Imp_TPar

Figure 7-7 Example for placing the elements on an empty sheet

3 Draw the interconnections:

As Figure 7-7 shows, the elements placed have green connection points. Draw a line by
clicking on a green start point, clicking on the required corners and clicking on the green
end point. A finished line and corners can be rearranged using the drag-and-drop
technique. (The line can also be deleted.)

4 The finished equation needs the “generation” of the executable format.
This is done automatically when pressing the “Generate” button on the toolbar.

The result is shown in Figure 7-8.

% Logic Editor - EuroCAP - E2-Line_F.epc

Sheets: O ¥ & ee e |8 [T 0 ouf ref a0l or noT| T | Toar Generate | | giadlimit:

| 9| Comment Cancel

e souue
_{p‘ﬁ.ﬂ } _|p,,, T e
[ I TUEStta. - o -
Cut
........... Copy
. Move ConnOut
B I L Propestiect

B +  Show generation order
........... Title view for 10 objects

Figure 7-8 Example for a defined logic

When double-clicking on a line, a potential node point can be inserted.

When double-clicking on a node point, a junction can be inserted.

When right-clicking on a junction, the properties of the automatic new binary variable can be
modified.

Connector outputs can be moved from one sheet to another. It can be done by selecting from
the right click pop-up menu the “Move ConnOut” item on the source sheet (Figure 7-8) and the
“Paste ConnOut item on the destination sheet”.

NOTE: the small numbers at the bottom right corner of the blocks shows the processing
sequence. This sequence can be modified by selecting the logical block, holding “Alt” and
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pressing the “Up” or “Down” arrows. The same can be done with right mouse click on the
object-> "decrease" and "increase" commands. Additionally, exact sequence number definition
can be done with “Set to...” User shall make sure about proper sequence numbering before
clicking the “Generate” button.

4 Logic Editor - EuroCAP - E2-Line_F.epc

Sheets: D ¥& oo o |¢d [Ts] 1 out! F | a) OR NOT| Tim | Tar Generate | | Stadglimit:

v~ ||EA | |IA ConnOut | ConnIn | Mac | | o-[| %=1 Comment Cancel e et

Properties...

v Show generation order

B Generation order > First logic element
L ot —— |l Lol ol D I Title view for IO objects Decrease
1 pin e S . ) Setto...

Increase

TUF_PickDelzy_TPar
T o Last logic element

TUF_tmp_TPar

Figure 7-9 Pop up menu of an object

7.3 Printing graphic logic
&

The graphic equations can be printed using the icon. The required settings for printing were

S .
made using the % icon, as shown in Figure 7-3. These settings will apply when printing the

sheets (e.g. portrait/landscape arrangement).
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1 2 3 4 5 6 7 8 9 10 1"
A
B Inl B0 108
N Gen" Pran
1) ] ] 4
108 S0
C
8 OM —l
0 N p—
TUF Pk TP
TUF g, The
E
F
G
H
Project: Example Desc,: Underfrequancy pulse generation | Prepared ZS
EPC file: E2-Line_F.epc Approved: Not yet
Revision: 0.0 r ROTEC% Date 2019.07.02. 18:28:23
Sheet: Uf_puise i Page 10 of 11

Figure 7-10 Example for a printed graphic equation
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7.4 Using macros

For the most common protection tasks Protecta prepares “macros”, which can be applied by the
user in the graphic equations. The details are hidden from the user, which promotes the
readability of the defined equations. Examples for factory defined macros were shown in Figure
7-5. Additionally, basic logical blocks like AND/OR gates are available with up to 8 inputs in the
basic factory configuration. The details of macros are described below.

7.4.1 Macro definition and modification

Figure 7-12 shows, as an example, the macro for impulse generation. These details can be
seen if the “MACRO_EDITOR” sheet is selected in the dropdown menu of the graphic editor's
toolbar. The primary purpose of this sheet is to create new or to edit existing macros. When the
new macro is completed, it shall be saved and not stored on the “MACRO_EDITOR” sheet. If
there is a graphic equation here, it is advisable to delete it. When right-clicking on the empty
“MACRO_EDITOR’ sheet, a dialog appears, see Figure 7-11.

" Logic Editer - EuroCAP - E2-Line_F.epc

Sheets: G & oo | H oo | R ||NOT | Tim || Tpar Ganerate StadgLimit
e - [[E sk mac | par | [8] | 0| | Comment | | Concel | 6761200
Paste
Properties...

Create macro

Load macro

Figure 7-11 The MACRO_EDITOR sheet

Here:
e Paste (any details marked elsewhere with the selection tool can be
pasted here)
e Properties are similar to those described in connection to Figure 7-3

e Create macro anew macro can be defined
e Load macro the details of an existing macro can be viewed and edited.

When “Load macro” is selected, a list of the existing macros can be seen and any of them can
be selected. In our example the “IMP” macro is shown.

The short explanation of the IMP macro:

The Macro has two inputs (“In” and “Param”) and one output (“Out”). These
Mpar icon.

The timer is a “general” timer, selected by the Tm | jcon. In this case it is called IMP.
(This timer can be started by several inputs, the “Running”, “Expired” or “Stopped”
state can be used for further processing, timer parameter can be assigned, it can be
named, etc.) For pulse generation, the “Start if Stopped” input is used for starting,
and the “Stop” input is used for stopping. The stop condition is that the input starting
signal is FALSE, AND the timer is “Expired”. The output is the running state, the
duration of which is defined by the parameter. During the running state it cannot be
restarted, and the expired state is not sufficient to reset in “Stopped” state if the input
signal is still active.

connection points can be created with the
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The application of this impulse timer is demonstrated in Figure 7-8.
% Logic Editor - EuroCAP - E2-Line_F.epc

Sheets:

O i & B Imp | #4

AND | OR  NOT Tim Tpar Generate StackLimit:
w | EA || TA ?& Mac | Mpar | [®] = - Comment Cancel 676/1200

|MACRO_ED1TOR

Stop

StamIfNotRunning  Stopped| —~ - - - - - o o e o
......... StartifEspirad
................... In

Start]fStoppped
................................... Delzy

Parameter

Figure 7-12 Example of a factory-defined macro for impulse generation

The edited macro must be tested for syntactic error and “compiled” using the [=] icon. (The
same procedure can be started by right-clicking on the sheet and selecting the “Create macro”

menu item.) For compilation, the graph to be compiled needs to be marked using the selection
tool . See Figure 7-13.

Ay Logic Editor - EuroCAP - E2-Line_F.epc

Sheets:

AE NS

AND  OR | |NOT| Tim Tpar Generate Stack/Limit:
MACRO_EDITOR ~ W EA | IA f& Mac [s] = - comment Cancel 676/1200

Figure 7-13 Selection a macro for “compilation”
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During compilation, a special window is opened, as seen in Figure 7-14.

Create macro X
Macro name:
| | OK Cancel Visible only in designer view or above
Input parameters: Output parameters: Equation generation order:
In Cut IMP (Impulse Timer)
Param A A LocalStatuse A
+ + LocalStatus? +

Figure 7-14 Macro “compilation”

The macro must be named in the “Macro name” dialog box, then the “OK” button is to be pressed
for compilation. As a result, the macro can be found on the list of the available macros when the

Mac

icon is selected on a sheet.

7.4.1 Managing Macros

In the Macro management window (Figure 7-5) the user can execute multiple operations with
complied macros. “Export” means saving the selected macro in a file for application in other
configurations, while “Import” means that a ready-made macro stored in a file can be imported
to the active configuration’s list of available macros. It is also possible to update the available
macro list based on a selected folder which contains macros. Unused macros will be updated,
while new macros will be loaded after clicking the “Update” button and selecting the intended
folder. The edited and imported macros must be generated by clicking on the “Generate” button
on the toolbar, and then saved in the configuration file (.epc). The location of this file is shown
on the figure below.

NOTE: the indicated location needs to contain a folder named “Macros” to export the generated
macros. If it is missing, please generate it manually.

% EuroCAP - E2-Line_F.epc
File Edit Project View Language Help

HS B-FTe-E-T H-Hr~E DxlEBE &

~ -E2-ine_F
-Hardware Configuration EuroProt+ Device Configuration
» - Software Configuration
i+ Subseribed GOOSE assignment File Name: |G:\Documeniaﬁon\Producis\EP_PIus‘\Software\lnhernal‘v,EuroCAPleiras_\.-'3.[J_kepek‘\E2-Line_F.epc
-System

Public documents: |C:\Users\PubIic\Documents\EuroC.E\P\ | =

General information

Platform: EuroProt+

File ID: E2dine_F o

Customer ID: version 2.1

Functionality level:

Firmware wversion: 2o =

The minimum requirement related to the firmware releases:

RDSP release: 2020 H:

CDsp release: 1510 H:

Figure 7-15 Path for saving the .epc file
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7.5 Logical sheet export/import

The paragraphs of this chapter describe the logical sheet export/import process in the Logic
Editor tool of the EuroCAP configuration software.

7.5.1 Sheet export

Every sheet can be exported individually by the Exp button as an .sht file.

7.5.1.1 Export all sheets

EA i . .
The button can be used for the all sheets export. The exported file format is Multi sheet
files (.sheets file extension). This feature can be launched from the EuroCAP software version
1.5.1.10 and higher.

7.5.2 Sheet import

. I . . . . .
The import button ™ can be used for importing the previously saved logical sheets (.sht file
extension).

NOTE: If an active sheet is being modified and a new sheet needs to be imported, the modified
graphical logic on the active sheet has to be generated first. Then the import process can start.
By not following this procedure, the EuroCAP will notify the user. This message (Figure 7-16)
can be acknowledged by clicking the “OK” button.

Informaticn hod

User logic is changed. You must generate the logic before import!

OK

Figure 7-16 Information window related to the sheet import

NOTE: The imported sheet will be inserted before the active sheet in the sheet order.
The following warning/information messages are possible to pop-up during the sheet
import process:

If you see the message which is written in the Figure 7-17 or Figure 7-18 and press the ,OK”
button, the import process is interrupted.

Information >

There are not encugh available binary outputs in the configuration!

4 binary outputs are on the sheet. There are 3 available binary outputs in the configuration

Figure 7-17 Information window related to the sheet import
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% Object list

Duplicated ConnOuts! Delete or rename the following connector outputs from the
configuration before the sheet import procedure is started!

Locale
Remote
True

Save

Figure 7-18 “Duplication ConnQuts!”” pop-up window

The following window (Figure 7-19 ) is displayed if the name of the required imported sheet and
the name of one sheet in the configuration are the same. In this case the imported sheet must
be renamed before clicking the “OK” button.

The sheet must be renamed hod

Mew name:

|Tesﬂ

Cancel

Figure 7-19 Pop-up window during the sheet import
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) Object list — O ®

Far the following imported input connectors there is no corresponding output connector in the
configuration!

VT_MCE_Trip

Figure 7-20 Message window while the sheet import

Figure 7-20 shows the list of the connector inputs which have no corresponding output
connectors in the current configuration. It can be exported to file by clicking the “Save” button.

The following situation can be met if the required imported function block is deactivated or not
defined in the configuration, as shown in Figure 7-21 . The list of the function blocks can be
exported to file by the ,Save” button. If “OK” button is selected the import process is interrupted.

oy Object list — O bt

For the following imported function blocks there is no corresponding function block in the
configuration!

TOC45

Figure 7-21 Message window concerning to the sheet import process
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7.5.2.1 Matching during the sheet import process

If there are function blocks, binary inputs, connector inputs or matrix columns on the required
imported sheet the following pop-up windows can be seen during the import process.

The EuroCAP software pre-matches the function block pairs automatically but the user can

reassign them, see the Figure 7-22 below.

Ay Import Function Block

Imported Function Blocks:

DLD (DeadLine Detection)

>

Create matrix column

Matched Function Blocks:
DLD (DeadLine Detection)

Create logic parameter

Assignments:

TUF81_3 -> TUF81_3 (Under Frequency)

Daone

Abort.

There is a possibility to create matrix column or logic parameter for the imported Binary inputs

Figure 7-22 Import Function Block

or the matrix columns, see the Figure 7-23 and 7-24 below.

% Import Output

Imported Output Objects:

BOut L08 (BOut L08)

Select object type:

[select... ] -

Available Outputs:

BOut L08 (BOut _L08)

BOut_002 (Trip L1)
BOut_004 (Trip L2) Create matrix column
BOut_006 (Trip L3)

€<

Create logic parameter

Assignments:

Done

Abort

Figure 7-23 Import Binary input
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F Import Input
Imported Input Objects:

BIn_G06 (TLP error)

Bln_G04 (VT Fail)

Select object type:

[setect...

Available Inputs:

BIn_G01 (CB open)
BIn_G02 (CB dose)

<

Create matrix column

Assignments:

Bln_G03 (Man. Close]

BIn_GO5 (Carrier receive)
BIn_GO6 (TLP error)
BIn_GO7 (SynChk block)
BIn_GOS (AR start)
BIn_GO9 (AR disable)
BIn_G10 (AR delay)
BIn_G11 (Remote Trip)

Create logic parameter

BIn_G12 (PSD Block)
BIn_TCS1 (TCS1)
BIn_TCS2 (TCS2)
BIn_TCS3 (TCS3)
BIn_TCS4 (TCS4)
BINNF_G13 (BInNF_G13)
BINNF_G14 {BInNF_G14)
BINNF_G15 {(BInNF_G15) Done
BINNF_G 16 (BINNF_G16)
BInNF_G17 (BInNF_G17) v Abort

Figure 7-24 Import Matrix column

If new matrix column or logic parameter shall be created and there is matrix column with the
same name in the configuration then the following message will be generated.

Errar >

"Bln_301" name is already in use

Figure 7-25 Error message during the matrix column assignment

The Figure 7-26 is related to the matching of the connector input. Here there are listed all
connector inputs, which are on the imported sheet.

#4 Import Connector Input - m} X

Imported Connector Inputs: Assignments:

Dis Start L1 Select... .
Dis_Start_L2

Available Connector Qutputs:

Dis_Start_L1( -
B:::gtt:r::t% 8 Create matrix column
Dis_Tr (DIS21 Trip)
FinTrip Q Create logic parameter
Fr_Start ()

Fr_Trip )

GenTrip

Locale §

ManClose ()

oC_start

ocC_Trip ()

OCN_Start

RelMan (Release Manual)
Remote ()

SwStart_Aut )
SwStart_Man )
TLP_Trip

TOVN_Trip (Res. OV Trip) Done
Trip_3Ph
Trip_in ( v Abort

<<

Figure 7-26 Import Connector input

NOTE: Anytime if clicking the “Abort” button during the assignment then the sheet import process
will be interrupted.

7.5.2.2 Import all sheets

IA . . i , e .
The button is for the all sheets import from another configuration. The applied file format is
the Multi sheet files (.sheets). This feature can be launched from the EuroCAP software version
1.5.1.10 and higher.
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NOTE: If the “all sheets import” option is selected the current logical sheets will be changed to
the imported sheets. The following warning message informs us about it before the all sheet

import.

Information

Continue?

Yes Mo

All current logic will be deleted before importing the new one!

ot

Figure 7-27 Information window related to the all sheet import

NOTE: During the all sheet import process the deactivated FBs are activated in the configuration

automatically which are used on the imported sheets.

If the required imported function blocks, matrix or binary inputs are missing in the current
configuration you will get the following information window (see the Figure 7-28).

A Object list

Unassigned objects: A

O x

The following IO items must be removed from the logic:
BIn_G04
BIn_G12
BIn_G11
BIn_G10
BIn_G09
BIn_GOS
BIn_GO1
BIn_GO7
BIn_G02
BIn_GO5
BIn_G0G
BIn_GO1
BIn_GO2
BIn_GO3
BIn_G04
BIn_GO&

The following function blocks must be removed from the logic:
TOF81_1
TOF81_2

Save

Continue

Figure 7-28 Information message during the all sheet import process
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7.6 Setting DOI descriptions for IEC 61850 Logical Nodes

When a Function Block owns one or more IEC 61850 Logical Nodes then you can set the
description of the contained Data Objects by right clicking on the symbol of the function block.

The DOI descriptions can be automatically filled for *GGIO16, and **GO8_Pub function blocks,
if the connected signals’ title fields are filled. The text in the title will be copied to the DOI
description. If the titles change, simply click Refresh to update the DOI descriptions.

*GGlO16 (16Ch Event) — function block for creating user-defined events
*G0o8_Pub (GOOSE Publisher 8x 1bit) — function block for GOOSE signal publishing

S % Set description for LNs and DOls O X
Bln_GO1 stvalol
BIn_G02 stvalo2 -
Bln_G03 ———(stVali3 © | Editdescription text on the tree
Bln G4 —{stValo4 C
----------- stValos S
___________ e . B v v 5] GGIO16: GGIO16 A
----------- stValo? - v {2) LDO
SRR — O v @ IN16GeIO1
___________ valto .. --f5] Event16 block
----------- stval11 C e v Do Ind
SUDBBRBEREE - S | [ cBopen
___________ :\HM . B v 00 Ind2
----------- stValls o i ,'—| CB dose
"""""" . | v Do Ind3
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Figure 7-29 Set description for LNs and DOIs in Logic Editor
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8 EuroCAP Communication Configurator

8.1 Overview

The EuroProt+ device supports several communication protocols. Modbus and SPA protocols
are “self-configuring” that means the data points are fixed to the event channels of the device.
The list of available objects can be found on the web interface (Advanced — Status/Log —
Communication files). Other protocols need application engineering, they have specific
configuration sheet in the communication configuration tool. This chapter contains information
about this software. For more information about the communication protocols please read the
corresponding standard's documentation.

The communication configuration software is integrated into the EuroCAP and can be started by

clicking the button on the header of the main display. The alternative method of opening
the configuration communicator is to select “Project / Communication Configurator” from the
menu.
There are four different sheets that can be selected: IEC 61850, IEC 60870-5-101/104, IEC
60870-5-103 and DNP3. Every sheet is divided into two main panels:
o the left panel displays the objects' overview, the tree of the available data of the current
configuration,
e the panel on the right side usually contains the properties of the selected object,
optionally lists the selected dataset (only IEC 61850)

%4 Communication configurator O X

IEC 61850 [EC 60870-5-101/104 IEC 60870-5-103 DNP3

IEC 61850 communication settings

w 17 C:\Users\zsarnaisz\Desktop\Eurocap doksi\E2-Line_F.epc A Information of the left side selected item
v {ED E2_Line
v i 51 Property |Va|ue
w {io) LDO Name Start
v -[¥ () LNO (Common: Common) Description

%) Goose

) Meas

i@ Operate

I@ Operate2

IE) start

I start2

@ start3

@ status

0o Mod

DO Beh

DO Health

DO NamPlt

DO LEDRs

@ (3 E5_DTI_OX Selected dataset: LDO/Start
[V (@ LPHD1 (Common: Common)
W () F3PIOC1 (IOC50: 3ph Inst Overcurrent) FCDA Edited dataset: LDO/Start (44/100)
v I-E! F1PIOC1 (IOCS50N: Res Inst Overcurrent) Vo1 LDOJF IPTOC3$STSStr
v l-j' FIPTOC3 (TOC6N_1: Res Dir Overcurr Low) v 2 LDO/F IPTOC545T4SHr
[V W FIPHAR1 (INR2: Inrush Detection)
2 I-E' F1PTOCS (VCB60: Current Unbalance) g : tig;§g§2§§§
[V W F3PTOV1 (TOV59_1: OverVoltage Low) ’_
W @ F3PTOV2 (TOVS9_2: OverVoltage High) ¥ 5 LDOPPOOPL4STESY
W @) F3PTUV1 (TUV27_1: Undervoltage Low) ¥ &  LDOPPDUP1SSTSS
¥ ) F3PTUVZ (TUV27_2: UnderVoltage High) M 7 LDOFIPTOV3SSTSSH
V ¥ FIPTOV1 (TOVS9N_1: Res OverVoltage Low) L LDO/PSBRPSB1$ST$Str
¥ ) F1PTOV2 (TOV59N_2: Res OverVoltage High) || ™9 LDO/FRPTUF3$ST $Str

Close

Figure 8-1 Main view of communication configuration

The behaviour of the tree depends on the characteristic of the specific protocol. Detailed
description can be found in the following chapters.
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8.2 IEC 61850

The EuroProt+ family is a native IEC 61850 platform, which means that this new communication
standard was a fundamental consideration during the development. There is no protocol
converter implemented but all the function blocks contain the logical nodes necessary for correct
data modelling. This data model is factory-defined and cannot be changed by the master user.
Datasets and control blocks are available for customization.

8.2.1 Exportto and import from the system integrator

The factory default configuration contains the logical nodes describing the data model as well as
the default datasets and report control blocks. A maximum of four datasets with the report control
blocks are created by default, depending on the data model of the configuration. Those datasets
contain the most important data object (protection start and operate signals, statuses and
measurands). If this default arrangement is acceptable for the user, then no further
communication engineering is needed. Otherwise, if customization is needed, the IEC 61850
configurator serves as an advanced engineering tool.

An ICD file for a system integrator is automatically generated together with the other run-time
files by clicking “Generate code & parameter files” see Paragraph 2.4.2. The generated ICD and
CID files contain also those DOIs which have a description. CID file does not contain the IP
address of the IED. The generated code & parameter files are located in the user's EuroCAP
folder under the actual File ID as shown on Figure 8-2.

File Edit Project View Language Help
FES B-Ce-FE-T(H-H~EH =HxlDE

w E2dine_F

-Hardware Configuration EuroProt+ Device Configuration

» - Software Configuration

- Subscribed GOOSE assignment Fil Mame: |G:\Documeniaﬁon\Products\EP_Plus\Sof'tware\lnternal\EuroCAPIeiras_\.l'3.[]_kepek\EZ—Line_F.epc
- System

Public documents: |C:\,L.lsers\Puinc\,Documents\,EuroCAP\, @

General information

Platform: EuroProt+

C__File In: E2dine F D P Js o[t ]2

| | = | FuroCAP

Kezdédlap Megosztas Mézet

U > Ezagép » Windows (C:) » Felhaszndlok » MNyilvdnos » Nyilvanos dokumentumok > EuroCAP

N

~ MNéwv Médositas datuma  Tipus Meéret
3t Gyors elérés
E2-DTI_H_v4 2 53 Féjlmappa
I Asztal - - jimapp
E2-DTI_H_v4_goose 2 :50 Fdjlmappa
; Letoltések E2-DTI_H_v4_goose_newversion 2 135 Fajlmappa
= Dekumentur E2-DTI_H_v4_soros_port 2 7 Fajlmappa
= Képek -DT1 H_v4 variant Fajlmappa
CDSP 1350 rcl @ 20 Féjlmappa
Elsé config godollo_teszt_2 2 Fajlmappa
Erd godollo_teszt_2_variant Fajlmappa
M3504 Fajlmappa
Internal i
Macres Fajlmappa
@ Onelrive 52-DSZIV_BCD_VKA_Teszt Fajlmappa
Sensor Féjlmappa
O Ezagép e .
w || EuroCAP.epw EPW fajl 1KB
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Figure 8-2 Location of code & parameter files
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An SCD file from the system integrator can also be imported by using the Import/IED Description
menu.

A4 EuroCAP - E2-Line_F.epc
File Edit Project View Language Help

Fee - GR-Z B--8 By MEE

[ Open.. Ctd+0

Open Recent ¥ tation EuroProt+ Device Configuration
[ Recovery » jation
T ﬁ e |G:‘|,DocumenIaﬁon‘n,Products‘n,EP_PIus‘nSoftware‘l,Internal‘n,EuroCAPIeiras_\.l'3.D_k.epek‘|,E2—Line_F.epc
POBIC dGCcUments: |C:\Users‘nPuinc‘n,Documents‘n,EuroCAP‘l, | &
Save Ae.. General information
. Platform: EuroProt+
& Pprint Cut-P File 1D E2dine_F S =
Bt Customer ID:  |version 2.1 |
Functionality level: =
Firmware version: . S =
The minimum requirement related to the firmware releases:
RDSP release: 2020 H:
cDspP release: 1510 H:

Figure 8-3 Importing IED description

Once an SCD file is selected, EuroCAP seeks out the Protecta devices in it and it shows the list
of the names of these IEDs. The user must select the IED corresponding to the configuration.
The IEC 61850 configuration is updated according to the imported information. If the data model
of the configuration and the imported IED do not match, an error message is given and no update
is carried out.

The details of the last imported IEC 61850 IED description (.scd or .cid) file are displayed as the
property of the root tree node (the .epc file).
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8.2.2 Logical nodes

The configuration-dependent list of logical nodes and DOIs can be found in the “IEC 61850 Data
Attributes” column of Event recorder. User can check a Logical Node belongs to which Event of
a function block.

Fepc - =] x

File Edt Proj w Language Help

FES D-C-0R-T B-H-~-B SxEWE| & Produced for Protects Ltd
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Tite Defined by Eventist  Parameters Type IECI01/104 [EC61850 DOl descrption  IEC61850 Data Attributes A
Common_LiNOMod ISt 1
Common LPHOHealth IS, 1

0 LDOALNOSSTSModSstval, LDOALNOSST
Parameters. Health of device Common 0 LDOALNOSST SHealthgstval, LOOALNOSS.
Parameter descrpton VT Fare s

Parameterset change Modfy tocso
Busber Protecton 10cs
~ Event recorder 1ocs0
Reportable objects < 10cs0
Disturbance recorder
Contra
Counters
vatrx
Subscribed GOOSE assigrment
System Countpmt
7(178)/512

1 LDOFPIOC1$ST$0psphsa
DO/FPIOC1$ST$0psphe
FP1OC 14T $0pspheC
1 LDOFPIOC1$ST$0psgeneral, LOOF P

->Title

LDOFPTOV1SSTSSt $phaC
1 LDOFIPTOVISSTSSY Sgeneral, LDOF 2
LDOJF3PTOV1$5T$0psgenesal, LDOF P

1 LDOFPTOV2SST$St Sgenersl, LOOFP
LDO/F PTOV24ST$Opsgeneral, LOOF P
LDO/FPTUVISSTSSt SphsA

OV 1$ST$Str Sgeneral, LOOFF 1P
$STSOpsgeneral, LDOJF 1P

STSStr Sgeneral, LOOF 1P
1 LDOFF PTOV2$ST$Opsgeneral, LDOF 1P

General Start TOVSIN_1
General Trp TOVSSN_1
General Start TOVSSN_2
General Trp TOVSSN_2

Ev_TOVSIN_Genst
Ev_TOVSN_GeriTr_

Figure 8-4 List of logical nodes and DOIs in the Event list

The “Defined by” column shows the owner of the function block designation of the corresponding
logical node.

The relation between logical nodes and function blocks is also included in the IEC 61850
communication configurator in the logical node names.

8.2.3 IEC 61850 configuration

IEC 61850 systems need system integration process. Its result is a system description (SCD)
file which contains the modified data model with configured reports and datasets. It is possible
to import this file to EuroCAP configuration, see Paragraph 8.2.1. This is the preferred way of
the IEC 61850 communication configuration. However, for any reason, it is also possible to do it
manually. This chapter describes the manual way of configuration.

The EuroProt+ device is supplied with a default IEC 61850 configuration. The functional logical
nodes cannot be changed by the user, they are “hardwired” to the device's function blocks. There
is a limited access to the LN's name, prefix and suffix which can be changed (see Paragraph
8.2.34)

The integrated communication configuration software of the EuroCAP grants the user to change
the remaining part of the data model: the IED name, the structure of logical devices, the datasets
and reports.

8.2.3.1 The data model

The root of the tree is the name of the configuration file (see Figure 8-1). It always contains a
single node, the IED device itself. By clicking on it the right panel opens its property editor. The
values displayed are general information about the device and important limits regarding the
reporting configuration.

The IED Name must start with an alphabetic character, numbers are not allowed.

Next object is the access point (S1) which is shown only for keeping compatibility with the
standard, its name cannot be changed.
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8.2.3.2 Logical Devices LDO

Next level is for the logical devices. Theoretically unlimited number of logical devices are
possible. For practical reasons it depends on the number of logical nodes. The name of a logical
device should contain only characters 'a'-'z', 'A'-'Z', '0'-'9", '_". Its length concatenated with the
IED's name cannot exceed 64 characters.

It is possible to create new logical device by dragging a logical node onto the IED name node.
Another option to create new LD is right-clicking on the logical node — selecting copy — right
clicking on the IED name — selecting Create new logical device. Moving logical devices is not
allowed.

The default logical nodes of a logical device are LNO, LPHD1 and the copied logical node. The
property editor of a selected logical device contains the name and a description field. Please
note that the text placed in the description field will be transferred to the SCL file's (ICD or CID)
corresponding field. It is also true for logical node and dataset objects.

Deleting logical device is only possible for logical devices which contain only LNO and LPHD1
logical nodes.

There is a check-box in front of the logical node name. The red cross means the function
connected to the logical node is inactive in the configuration.

8.2.3.3 Logical Node LNO

The communication configuration objects have to be placed in the LNO logical node inside the
logical devices. These objects are datasets, report control blocks and GOOSE control blocks.
They must be placed to this logical nhode. The maximum number of the objects is determined by
the device type and can be found in the communication configurator. By clicking on the IED
name, the properties window will appear on the right side showing the object limits.

8.2.3.4 Using the tree

The left panel displays the data model. Object names can be changed (if it is enabled for the
object type) by clicking on it in the tree or using the property editor on the right side. Since some
parameters are not allowed to change, the editor denies the selection of them. Editable
parameters are checked against their constraints as the user leaves the field.

IEC 61850 Logical Node prefix can be 6 characters long; prefix + instance cannot exceed 7
characters.

In this dialog, the factory default prefix and the instance number can be modified. It is also
possible to edit the description attribute of the logical node. In the same time, the free text entered
here is mapped to the attribute of the “NamPIt” data object of the edited LN.

Note: These elements must not be modified after system integration (importing an SCD
file) because such an action would change the Logical Node references.

2l G:\Documentation\Products\EP_Plus\Software\Internal\EuroCAPleiras_V3.0_ke¢ A Information of the left side selected item
v {ED E2_Line B IV I
v g3 51 roperty alue
v (Lo LDO Name
v N LNO (Common: Common) Description Inst. OC
v N LPHD1 (Common: Common) Type
v v v F3PIOC1 (I0CS0: 3ph Inst Overcurrent) Prefix F3
0 e LnClass
DO Beh
00 Health Instance 1 v
DO NamPlt Defined by
DO Op Title

v N FIPIOC1 (IOCS50N: Res Inst Overcurrent)
LN F1PTOC3 (TOC67N_1: Res Dir Overcurr Low)
v N F1PHAR1 (INR2: Inrush Detection)

<

Figure 8-5 Logical Node property

Creating, moving and deleting objects can be done in two ways: using context menu or using
drag and drop operation.
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_# G:\Documentation\Products\EP_Plus\Software\Internal \EuroCAP
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W &N LPHD1 (Common: Common)
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V @ F1PTOC3 (TOC67N_1: Res Dir Overcurr Low)

Figure 8-6 IEC 61850 data model in the tree view

Creating new objects using context menu of the tree:
¢ click with the right button of the mouse on the object you want to be contained by the
new object and select Copy. Pressing Ctrl-C buttons while the object is selected has the
same effect.
e right click on the target and select Create new ... (Ctrl-A)

_# G:\Documentation\Products\EP_Plus\Software\Internal\EuroCAPleiras_V3.0_ke A
v {ED E2_Line
v gl 51
v {i8) LDO
[V @ LNO (Common: Common)
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¥ @ FIPIO Copy Ctrl+C
» -V @ FIPTC Create new Ctri+A
V@ FIPHA 0. Ctrl+M
vV @ F1IPTC
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WV @ F3PTC Import GOOSE as inputs...
» -V @ F3PTU g
. @ F Sort Logical Nodes

Figure 8-7 Creating object by context menu, copy first...
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Figure 8-8... then paste it to the target object
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Creating new objects using the drag and drop method (use only with objects displayed within
one page —there is no scrolling function): click and hold left mouse button on the object you want
to be contained by the new object, drag it onto the target object and release mouse button. The
new object will be created with a default name. The focus will jump onto this new name allowing
the user to give the desired name immediately.

Create operation is allowed for logical devices under the IED, datasets, report control blocks and
GOOSE control blocks under the LNO logical node.

Moving objects is similar to creating. The only difference is that the target object is an existing
object which can serve as a container for source object. While dragging an object, the symbol of
the dragged object shows that the selected target can be a container of the target or can't be.
Movable objects e.g. logical nodes, report and GOOSE control blocks.

8.2.3.5 Datasets

Datasets are the basic objects for the reporting and GOOSE services. New dataset can be
created in the usual way: with context menu or with drag and drop operation. Source object can
be a single data object or data object attribute selected from any logical node.

Target object must be a LNO type logical node. Please don't forget to give new name to the new
dataset, immediately after creating it.

The new dataset will have only one item, the source data object. To add new data objects to the
dataset use the context menu or the drag and drop method. On the right panel there is a dataset
editor (items list) which always shows the last selected dataset items. The list area can also be
used as the target for the drag and drop operation. Multiple data objects can be selected for
dragging into a Dataset.

4 Communication configurator (] X

[EC 61850 [EC 60870-5-101/104 IEC 60870-5-103 DNP3

IEC 61850 communication settings
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Figure 8-9 Dataset items list box
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The configuration revision number of the affected Control Block is automatically increased when
a function block is added, removed, activated or deactivated and when a Logical Node’s
ownership is changed. The increase is executed when the Code and parameter files have been
generated (build process of the .epc file).

NOTE: there are two types of datasets, the data object level makes the difference. A data object
can be referenced by its data object name. In this case, protocol algorithms assume all the
referenced data object's attribute exist in the dataset. E.g. a dataset which contains an item given
by the “IEDName/LD1.INTCILO1.EnaOpn” reference contains stVal, q, t, dU data object
attributes also. This data structure comes from the EnaOpn object's well known common data
class (CDC) SPS(Single Point Status). This type of dataset can be used for buffered or
unbuffered reporting service.

The other type dataset may contain a list of the data object attributes, there should be three
items for the same example:

e |IEDName/LD1.INTCILO1.EnaOpn.stVal,
e |EDName/LD1.INTCILO1.EnaOpn.q
e |[EDName/LD1.INTCILO1.EnaOpn.t.

This type of dataset can be used for buffered or unbuffered reporting and also for GOOSE
service. For GOOSE service, timestamp is not used.

A data object can be member for more dataset. However, it is not recommended to create a
dataset which contains the same object more than once.

Deleting selected dataset items is possible by pressing Del button on the keyboard. Multi
selection is also possible. Before it is deleted, the user has to answer the following question in a
new window: “Do you really want to delete the selected FCDA(s)?”

Deleting the dataset is possible only when it is not attached to any report control block. There is
a check-box in front of the logical node name. The red cross means the function connected to
the logical node of data object is inactive in the configuration.

Now you can create a Dataset in the following ways:
e from the local menu of LNO (right click on LNO)
e by dragging a DO from a logical node to LNO

You can move a DO from one dataset to another (to avoid exceeding limits).

Order of Logical nodes in the communication configurator window shows the order of the function
blocks were added into the configuration.
Logical nodes can be sorted by name (except for LNO and LPHD1) in the local menu of LDO.

w -4 Gy\Documentation\Products'\EP_Plus'\Software\Internal\EuroCAPleiras_

w {ED E2_Line
v il 51
w o] DO
- 1 Copy Ctrl+C
- 1 - e
Create new Ctrl+4
LW i
A Move Ctrl+M
S Delete Delete
v o R E )
iy Import GOOSE as inputs...
A i Sort Logical Modes
Lt -

Figure 8-10 Context menu of LDO

Communication configurator has to close and reopen to get the original order of Logical nodes.
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8.2.3.6 Reporting

Information collected by bay-level devices should be transferred to the control center. The IEC
61850 standard defines reporting service for this purpose. Doing it in proper way there must be
report control blocks defined.

Report control block can be created for the LNO logical node inside any logical device. To create
a new report control block, drag the desired dataset onto the LNO logical node or use the context
menu of Dataset.

w i Gr\Documentation\Products'EP _Plus'Software\Internal\EuraCAPleiras_V3 a
w {ED E2_line
v gl 51
~ o] DO
s [ H LMD
JE) soose
Jl:@ Meas
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J':IEI St Copy Ctrl+C
Jl:@ stz
JI:@ 5t Create new control block Ctri+A
IE st Move Ctrl+ M
b0 Mc Delete Delete
-0 Be .
.00 He Import GOOSE as inputs...
-D0 Na Sort Logical Modes
My | e

Figure 8-11 Context menu of Dataset

A dialog will pop up asking confirmation to the create operation.

Confirm x

Figure 8-12 Confirmation dialog box of creating report control

Source dataset can be defined at FCD or FCDA level. (in the last case, the program offers
creating a GOOSE control block, see next chapter 8.2.3.7). It is recommended to give a user-
defined name just after the creation.

The property editor allows the user to change the parameters of the selected control block, see
Figure 8-9.

In the object tree, the report control blocks are below their linked datasets.

w {ED E2_Line
L¥] ‘E';J g1
w .o LDO
w W LH) LN
L ow ]I:@ Meas
- rch_Meas

Operate
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LI

Figure 8-13 Object tree - the RCBs are below their linked datasets
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8.2.3.7 GOOSE communication

GOOSE communication means data exchange among any IEC 61850-conform devices.
GOOSE messages are controlled by GOOSE control blocks. Creating new GOOSE control block
is very similar to the report control's case. The only significant difference is that the dataset has
to be defined at FCDA-level for all their items.

The owner of the INBGGIO1 LN is Go8 GOOSE publisher function block. This is used to create
GOOSE signals from the connected inputs to “stVal” in the logic editor.

GoB_Pub

stV alll
stV a2
stV all3
stV 2l
=tV all5
=tV alDE
stV al07
stV 2l08

52

Figure 8-14 GOOSE publisher function

w [V (L INBGGIO1
-0 Mod
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-0 Health
-0 MamPlt
W D0 Ind
..... oA Sw:J
..... DA q I:Dp}r Ctrl+C
""" DAt Create new dataset Ctrl+4
oo Ind2
00 Ind3 Maove Ctrl+M
-0 Ind4 Delete Delete
oo Ind5 :
o T Import GOOSE as inputs...

Sort Logical Modes

Figure 8-15 Creating Dataset from the local menu

Confirm >

Create new dataset with the selected object?

Figure 8-16 Confirmation question of creating Dataset
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The program offers creating a Report control block at first, don't accept it, then you can create a
GOOSE control block with the selected Dataset. The parameters of the selected GOOSE control

block can be modified in its property editor panel. It is recommended to give a user-defined name
just after the creation.

Confirm e

Create new report control block with this dataset?

Confirm *

Figure 8-17 Confirmation questions of creating GOOSE control block

# Communication cenfigurator O X

IEC 61850 IEC 60870-5-101/104 IEC 60870-5-103 DMP3

IEC 61850 communication settings
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;@ EE:;E APPID (hex) 1
Jr_@ P VLAM used True
5] Operate2
]_lal; Start VLAN ID (hex) 1
J_@; atart? VLAN priority 4
Jl:@ Start3 Config.rev.

Figure 8-18 Property of GOOSE control block
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8.2.4 GOOSE input mapping

Receiving GOOSE messages is possible using external references given in the input section of
the SCD file. This file is the result of system integration task and may be imported by EuroCAP
software. To import it, go to the main screen, then select File / Import / IED Description. User will
be asked to select the own IED name by a list dialog window. It is important that the selected
device must be identical with the currently opened IED. The available input data will be shown
below the LNO logical node of the logical device.

There is an alternative way to import any GOOSE data without using system integration
software. The EuroCAP will take all the available published GOOSE data from any CID file. Open
the context menu of the IED name, then select ,Import GOOSE as inputs...”. User should select
the desired publisher IED from the list.

w {ED E2_Linr
v gl 51 Copy Ctrl+C
v {2 Create new Ctrl+ &
Move Ctrl+M
Delete Delete

Import GOOSE as inputs...
Sort Legical Modes

T I —

Figure 8-19 Import GOOSE from any CID file

v - C:\Users\zsarnaisz\Desktop\Eurocap doksi\E2-Line_F.epc ~
v {ED E2_Line
v 4 s1
v (18] LD
v [V W N0 (Common: Common)
% GoosE
JE Meas
JE Operate
J& Operate2
i) start
@ start2
T start3
& status
DO Mod
DO Beh
DO Health
DO NamPlt
DO LEDRs
7 @ E5_DTI_OX
N LPHD1 (Common: Common)
(N F3PIOC1 (IOC50: 3ph Inst Overcurrent)
W FIPIOC1 (IOC50N: Res Inst Overcurrent)
W FIPTOC3 (TOCG7N_1: Res Dir Overcurr Low)
W FIPHAR1 (INR2: Inrush Detection)
W FIPTOCS (VCBSO: Current Unbalance)
iW F3PTOV1 (TOVS9_1: Overvoltage Low)
@ F3PTOV2 (TOV59_2: OverVoltage High)
N F3PTUV1 (TUV27_1: UnderVoltage Low)
(N F3PTUVZ (TUV27_2: UnderVoltage High)
(N F1PTOV1 (TOVSIN_L: Res OverVoltage Low) v

Information of the left side selected item
Property |Value

Name

Description

Inputs from E5_DTI_OX

-
(=]
o
>

Inputs from E5_DTI_OX

LDO/IN16GGIO2§Indsstval
LDO/IN16GGIO2$IndSq
LDO/IN 16GGIO2$Ind 10$stVal
LDO/IN16GGI02$Ind 108q
LDO/IN16GG102$Ind 138stVal
LDO/IN16GGIO2$Ind 135q
LDO/IN16GGIO2$Ind 16$stVal
LDO/IN16GGIO2§Ind 165q

RUR R AR R IR AR

CUREURE 4 A A 4 4B
W NN B W N e

Figure 8-20 Imported GOOSE signals from a .CID file
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The “Subscribed GOOSE assignment” menu lists the input references subscribed by the IED.
GOOSE subscription can be configured by means of the SCD file, i.e., the list of external
references appears only after a valid SCD file is imported.

% EuroCAP - E2-Line_F.epc
File Edit Project View Language Help
FES D-Te-CR-Z  BH-Ai~S8 SxHEB| &

v E24ne F

Hardware Configuration Subscribed GOOSE assignment

Software Configuration

‘Subsrbed GOOSE assigrment =) b N DA ntAddr  bType Mapping GSE Rev APPID MAC GolD  Dataset Index

Systan ESDTIOX LDO INI6GGIOZ Indsstval BOOLEAN Golbit_GoVar01 GoR_1 LDOALNO$GOSQHGSE 1 1 010CCD-01-00-00 cbGSE  LDOALNOSGSE 0
INIEGGIO2  Indsq Qualty  Golbits_GoVar1 GoR_1 LDOALNOSGOSQHGSE 1 1 010CCDO1-0000 gchGSE  LDOALNOSGSE 1
INI6GGIO2  Ind108stval BOOLEAN LDOALNOSGOSQGSE 1 1 01-0CCD01-0000 QbGSE  LDOALNOSGSE 2
INI6GGIO?  Ind10$q Qualty LDOALNOSGOSGhGSE 1 1 010CCD-01-0000 ghGSE  LDOALNOSGSE 3
INI6GGIO2  Ind13¢stval BOOLEAN  Golbits Govar02 GoR 1 LDOALNOSGOSQHGSE 1 1 01-0CCD01-0000 QbGSE  LDOALNOSGSE 4
INI6GGIO2  Ind13$q Quaity  Golbits GoVar02 GoR_1 LDOALNDSGOSQHGSE 1 1 01-0CCD01-0000 ochGSE  LDOALNDSGSE 5
INI6GGIO2  Ind168stval BOOLEAN LDOALNOSGOSODGSE 1 1 010CCD01-0000 QcbGSE LDOALNOSGSE 6
INI6GGIO2  Ind16sq Quality LDOALNOSGOSQhGSE 1 1 01-0CCD01-0000 gchGSE  LDOALNOSGSE 7

Figure 8-21 External GOOSE references

When double clicked on the selected row (DA of the GOOSE publisher IED), the property dialog
of the selected external reference appears and the user can map the subscribed input to one of
the predefined Goose receiver channels.

2 ExtRef properties O >
iedName |E5_DT1_Dx |
IdInst |Loo |
prefix |IN16 |
InClass cc10 |
InInst |2 |
doMame |Ir1d13 |
daMame |st'u'a| |
intAddr | |
bType |EOOLEAN |
GOOSE receiver | e |
GSE Control Reference |LDOﬂ.LNU$GD$gchSE |
Config Rev. |l |
APPID 1 |
MAC Address |01-0C-CD-01-00-00 |
GolD |gch5E |
Dataset Reference |LDU,|'LLNU$GSE |
Dataset Index |4 |

Figure 8-22 External GOOSE reference properties

There are two types of predefined receiver channels: a 2-bit type typically for switchgear statuses
and a 1-bit type typically for protection signals. Please note that Europrot+ devices accept only
data attributes as external reference. Data objects cannot be subscribed by the tool. External
references containing a “q” attribute are automatically mapped to the same receiver channel as
the status value of the corresponding data object. Receiver channels are grouped into function
blocks. Currently two function block types are available: one with eight 1-bit channels and one

with four 2-bit channels.
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Golhits_1

stWalil

valido1

stvzioz Gozbitd_1
Validoz

stWall3 openil
v alhid03 closeDil
stV ald Validd1
W alidid open(2
stV alls closel?
Validos validdz
stV alDe openl3
v alidDE closed3
stV all7 Validd3
v alido7 open(
stV all8 closald
v alid0g VE

o4 55

Figure 8-23 Receiver channel function blocks

All channels have a Validity output, which is logical TRUE if the IED receives the mapped
GOOSE messages within the maximum time period; otherwise, it goes to FALSE. The validity
output of one channel also goes to FALSE if the q data attribute is mapped to this channel as
well and its validity bits are not 00. The output variables of these function blocks are available
both in the graphical Logic editor and in the Sync close Contacts menu.
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8.3 IEC 60870-5-101 /104

Legacy communication protocols IEC61870-5-101 and 104 (in short form IEC101 and IEC104)
have common configuration sheet since their application level is the same. The tree of the
configuration software has sub-nodes of the differentiated base data types. The tree menu is
fixed, user specific data can be added below the sub-nodes.

By selecting the root of the tree, the basic IEC101/IEC104 parameters appear. By default,
structured addressing is used, it means bit masking to differentiate data types.

Length of link address, CAD and COT can be 1 or 2 byte(s). IOA can be 1, 2 or 3 byte(s). Default
setting is shown on Figure 8-24 .

Select-execute timeout has to be 0 for direct execution and between 5 to 255 for SBO command.
Period of bg. scan 0 means that background scan is not used. Minimum value is 5s and the
maximum is 255 when it is used.

Base addresses of the different object types can be modified in decimal numbers which are black
numbers. Hexadecimal addresses change automatically (grey numbers).

#4 Communication cenfigurator O X

IEC 61850 IEC 60870-5-101/104  [EC 60870-5-103 DNP3

IEC 60870-5-101/104 communication settings

G:\Documentation\Products\EP_Plus\Software\Internal \EuroCAPleiras_V3.0_| |Property Value
- Single point information (Used:0, max: 100) Link address length 1
-Double points ?nformat?on {used: 0, max:40) CAD length 2
-Measurement information (used: 0, max:40)
i Integrated total (used: 0, max:40) COT length L
. Control channel {used: 0, max:20) IOA length 3
ASDU max. length 240

Select-execute timeout () 0
Period of bg, scan (s) 0
SPinf. objects base address | 131072
SPinf. objects hex. address

DP inf. objects base address | 196608
DP inf. objects hex, address

ME inf. objects base address 655356
ME inf. objects hex. address

ITinf. objects base address 65792
IT inf. objects hex. address

Ctrl, inf. objects base address 393216
Ctrl. inf. objects hex. address

Figure 8-24 Basic parameters of IEC101/IEC104

The context menu of different data types provides the following operations:

e New Object [Insert] — the user can select the object to be inserted from a list which
contains all objects from the proper type. So far, the first object from this list is
automatically inserted. An object is disappearing from the list of source events when it
is added to the list of reported objects.

e Add All — adds all available items for the selected data type with a single click

e Sort by Address — objects below the selected node will be sorted by their address

e Readdressing Objects — removes existing addresses and creates new ones for all object
(sorted)
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Property editor of a selected object displays the parameters. Some of them are allowed to be
changed, others are read-only. It is configurable for every signal to take part in the General
Interrogation or Background scan cyclically sending. Rising or falling edge trigger event types
can be defined for spontaneous data sending. The owner Function Block of the referred object
is displayed as a prefix before the name of the object.

% Communication configurator O

IEC 61850 IEC 60870-5-101/104 [EC 60870-5-103 DNP3

IEC 60870-5-101/104 communication settings

G:\DocumentationProducts\EP_Plus\Software\Internal\EuroCAPleiras_V. » | [Property Value

v Slngle paint information (used:93, max: 100} Address 131072

-+ 131072: IOC50 Ev_IOC50_TrL1_ {3ph Inst Overcurrent Trip L1) —
- 131073: I0CS0 Ev_IOC50_TrL2_ {3ph Inst Overcurrent Trip L2)
- 131074 IOC50 Ev_IOCS50_TrL3_ (3ph Inst Overcurrent Trip L3)
- 131075: IOCS0 Ev_I0C50_GenTr_ (3ph Inst Overcurrent Gener: Function

- 131076: IDC50M Ev_IOC50M_TrGen_ (Res Inst Qvercurrent Gen Title

- 131077: TOC6N_1 Ev_TOCE6N_GenSt_1 (Res Dir Overcurr Low Message type
- 131078 TOC6TM_1 Ev_TOCEM_GenTr_1 (Res Dir Overcurr Low aI

Hex. address
Mame Ew_IOC50_TrL1_

-+ 131079 INR2 Ev_INR2_2HBlk (Inrush Detection 2. Harm Restrain True
.. 131080: VCB50 Ev_VCB60_GenSt_(Current Unbalance Generals | | Backaround scan True
- 131081: VCBS0 Ev_VCBS0_GenTr_ (Current Unbalance General T Rising edge True
- 131082: TOVS9_1Ev_TOVS9_SH1_1 (OverVoltage Low Start L1) Falling edge True

ATAAS T TAMER 4 B TAMEA ©H 1 4 faneilalamn | oo Sk 1T

Figure 8-25 Properties of a signal

It is possible to delete selected objects by pressing Del button. Multi selection is also possible.
Using multi selection with CTRL button hold down is possible and allows changing the same
type of parameters of the selected items.

%) Communication configurater O

IEC 61850 IEC 60870-5-101(104 JEC 60870-5-103 DNP3

[EC 60870-5-101/104 communication settings

G:\Documentation\Products\EP _Plus'\Software\Internal\EuroCAPleiras_V. ~ | | Property Value

v S|ngle paint information (Used:99, max: 100) GI True

i +-131072: IOCS50 Ev_IOCS50_TrL1_ (3ph Inst Overcurrent Trip L1) Background scan True
131073: IOC50 Ev_IOC50_TrL2_ (3ph Inst Overcurrent Trip L2)

Rising edge True

131074: IOC50 Ev_I0CS0_TrL3_ (3ph Inst Owercurrent Trip L3)
131075: I0C50 Ev_IOC50_GenTr_ {3ph Inst Overcurrent Generz Falling edge True
-~ 131076: IOC50M Ev_IOC50M_TrGen_ (Res Inst Overcurrent Gen

Figure 8-26 Multi selection allows to change the same type of objects
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Control type of the command is selectable. Supported types are 45,46,47,58,59,60.

ﬁ Cemmunication cenfigurator

IEC 61850 [EC 60870-5-101/104 [EC 60870-5-103 DNP3

G:\DocumentationProducts'\EP_Plus\Software\Internal \EuroCAFleiras_v3.0_
-Single point information (used: 99, max: 100)
-Double paints information (used: 3, max:40)
-Measurement information (used: 20, max:40)
-Integrated total (used: 20, max:40)
~ - Control channel {used: 8, max:20)
393216: Common Common_Mod_Con_ {(Commaon Mode of device)
393217: Common Common_LEDRst_Con_ (Common LEDReset)
393218: CBWear CBWear_Reset_Con_ (CB Wear Counter Clear)
- 393219: DisConn_1 DisConn_Oper_Con_1 (Disconnector 1 Operation
. 393220; DisConn_2 DisConn_Oper_Con_2 (Disconnector2 Operation
393221: CB1Pol CB1Pol_Oper_Con_ (Circuit Breaker Operation)
393222: REC79HY REC79_Block_Con_ (HY AutoReclosing AR block)

IEC 60870-5-101/104 communication settings

393223: CPUEth CPUEth_DiagRst_Con_ {(CPU LDC module LDCDiagru

Figure 8-27 Properties of a command

O *

Property Value
Address 333219
Hex. address
Mame DisConn_Oper_Con_1
Function
Title
Contral type [46] C_DC_NA_1| w
On value
Off value [47] C_RC_NA_1

[58] C_SC_TA_1

[59] € DC_TA 1

[60] C_RC TA_1

Supported ASDUs are written in the IEC 101-104-103 interoperability list.pdf which is available

on Protecta web page.
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8.4 IEC 60870-5-103

The IEC 60870-5-103 communication protocol has been designed for single-function protection
devices. Itis implemented in the EuroProt+ device and needs application engineering. The sheet
labelled with the protocol name contains a fixed tree object.

% Communication configurator O X

[EC 51850 IEC 60870-5-101/104 IEC 60870-5-103 pDnp3

[EC 60870-5-103 communication settings

G:'\Documentation\Products\EP_Plus\Software\Internal\EuroCAPleiras_V3.0_kepek\E2-Line_F_2 - Co| |Property |1|'a|ue |
-Inf'ormah:on ob]:ects ?n manitor c.lirec1.j0n Function type 160
-Information objects in control direction Light idle state is on False
-Measurands

rrands I (ASDU 3-2)][~ |

None
|Measurands I (ASDU 3-1}

[Measurands I (ASDU 3-2
Measurands I (ASDU 3-3
Measurands I (ASDU 3-4
Measurands II (ASDU 9)
User defined (ASDU 9

Class 2 measurands type

- Counters group generic service entries
Class 2 measurands I0A

Figure 8-28 Fixed tree of IEC103

Since the protocol specifies fixed address for the commonly used functions, sub-nodes list these
addresses prepared. User should assign the data objects to the corresponding address. By
clicking on any address, the property editor opened on the right side allows the user to select
the desired data object. The Source field is a combo-box with the available data objects.
Addresses from 164 to 239 is a free range, it can be used for any binary data object of any
function selected from the device's database. To delete a data object from the Source field,
double-click on it or select the empty row at the beginning of the list. The GI parameter true
means that data should be included in the general interrogation. It is allowed to change in case
of the free addresses. In the standard range it is fixed.

A Communication configurator O X

IEC 61850 IEC 50870-5-101f104 IEC 60870-5-103 DNP3

[EC 60870-5-103 communication settings

~ - Information objects in manitor direction # | |Property |'u'a|ue
- 16: Auto-redoser active ( N/AT) Address 16
A7 TEIEDFD_EEUDIT active ("N/A7 Description Auto-redoser active
-~ 18! Protection active ( /A7)
- 19: LED reset { /A7) Source | -
- 20: Monitor direction blocked ( "™/A") GI Ev\-’T‘SVTFalI 2
- 21: Test mode { ™/AT) Ev_10C50 TrLl_
- 22: Local parameter setting { "N/AT) Ev_IOC50_TrL2_
- 23: Characteristic 1 { ™N/AT) Ev_IOC50_TrL3_
- 24: Characteristic 2 { ™N/A7) Ev_I0C30_GenTr_
-~ 25: Characteristic 3 { ™/A7) E:‘IT%%E%%'ES:SH w

Figure 8-29 Selection of standard data item of IEC103 protocol

According to the standard, measurements are specified as class 2 messages. The assignment
of the standard frame items should be defined by the user. The protocol's root node contains a
parameter called Measurands which is used for selecting the class 2 message type. User can
choose either the standard message format or can define user-specific message. Standard
formats are the different variations of the Measurands | (ASDU type 3) and can be the
Measurands Il format (ASDU type 9). The items of sub-node Measurands depend on the
selected frame type. It is the user's responsibility to select the right data object for the right data
item of the class 2 message to keep the system conformity to the standard. For not assigned
items the communication software of the device will transmit zero with invalid flag (ER=true).

By selecting the User-defined value of the Measurands parameter, user is allowed to build non-
standard message. It will be transmitted with ASDU 9 type frame without gaps (no empty item
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enabled). Protocol software transmits only one type of class 2 message selected as described.
Any measurands has its own source data object parameter in the property editor. In addition, it
is possible to define the scaling factor here. Standard values are the nominal value of the specific
data multiplied by 1.2 or 2.4. User can define non-standard value also. Please note that the
measurement objects in the device are represented as floating point analogue values in base Sl
units (e.g. volts, amperes, etc.)
The EuroProt+ device is a native IEC 61850 device. As a consequence, all process calculating
measurements as floating point objects and there is no prefixes used. It ensures more accuracy
in the data communication and eliminates the using of scales. These values are available via
generic services of the IEC103 standard. Data object description can be found below the
Measurands group generic service entries and Counters group generic service entries.
For more information please read the standard.

o A source object cannot be assigned to multiple IEC 103 measurands Il and/or control

items.

8.5 DNP3

The standard DNP3 communication has its own definition sheet. Sub-nodes include the
supported DNP3 object types. Detailed list of supported frames and object types can be found
in the “EP+ DNP3 Device Profile” document on Protecta web page.

By selecting the root of the tree, the basic DNP3 parameters appear, see Figure 8-30. Data link
message length can be set between 50 and 292 octets. Data link confirmation can be activated
(true) or deactivated (false). Application layer message length varies between 100 and 2048
octets. Application confirmation timeout and SBO timeout have a setting range from 3 to 60
seconds.

% Communication configurator O x

IEC 51850 [EC 60870-5-101/104 IEC 60870-5-103 DMNP3

DNP3 communication settings

~ - Ci\Users\zzarnaisz\Desktop\ES-GEN_F_teszt.epc Property |1-'a|ue
-Binary inputs {used: 130, max: 130) Data link msa. length (octets) 292
- Double bit binary inputs (used: 1, max: 40) Data link confirmation False
- Analog inputs (used: 24, max: 40)
- Counter inputs {used: 1, max: 40) App. layer msg. length (octets) 2043

-Binary commands (used: 3, max: 20) App. confirm, timeout (s) 20

So0 tneout @) I

Close

Figure 8-30 Basic parameters of DNP3
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Context menu of a sub-node contains two commands:

e New object adds a single data to the node. The data source property will be
automatically assigned to the next available object. Index will be the last used index
value plus one.

e Add all command adds all available objects to the selected tree node.

The DNP3 protocol uses indices instead of addresses. The EuroProt+ device doesn't allow gaps.
By clicking with right mouse button on a single data item the context menu allows the following
operations:

e Delete will delete the selected object and make a trigger for an automatic index-
rearrangement to ensure gap-free indices.

e Move Object... is an index manipulation command with sub-commands. Selected item
can be moved in the indexed list.

Property editor allows the user to change the source of the selected data object. The listed data
points are in a filtered list. This way user can select compatible data object only. Index cannot
be changed directly in the property editor; it can be changed by moving the data item.
DNP3 protocol defines a kind of classification parameter. This parameter is also available in the
property editor. The allowed range is 0..3, and empty value also enabled. Multi selection for class
changing is also possible.

% Communication configurator O *

IEC 51850 IEC 60870-5-101f104 IEC 60870-5-103 DMNP3

DNP3 communication settings

~ - G:\Documentation\Products\EP_Plus\Software\Internal\EuroCAPleiras_V3.0_kepek\E2-line_F.e|| |Property Value
~ -Binary inputs (used: 2, max: 130)

-0: Ev_I0C50_GenTr_ {General Trip), Class: 2

- 1: Ev_IOCS50M_TrGen_ {General Trip), Class: 2

i-- Double bit binary inputs (used: 0, max: 40) Class 2

~ - Analog inputs {used: 3, max: 40)

02 Bv_MXU_I1_ (Current L1)

- 1: Ev_MXU_I2_ {CurrentL2)

- 2: Ev_MXU_I3_ (CurrentL3)

i-- Counter inputs (used: 0, max: 40)

“ - Binary commands (used: 4, max: 20)

-0; DisConn_Oper_Con_1 (Operation)

- 1: DisConn_Oper_Con_2 (Operation)

- 2: CB1Pol_Cper_Con_ (Operation)

i 3: REC79_Block_Con_ (AR block)

Index 1
Source Ev_IOCS0N_Trzen_

Close

Figure 8-31 DNP3 setting sheet
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